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Abstract—This paper considers physical layer security en-
hancement mechanisms that utilize simultaneous beamforming
and jamming in visible light communication (VLC) systems with
a randomly located eavesdropper under the assumption that there
are multiple light-emitting diode (LED) transmitters and one
intended user. When an eavesdropper with an augmented front-
end receiver is present, the jamming is very useful for preventing
the eavesdropper from wiretapping the information since it is
not possible to extract only the information component from the
received signal if the jamming signal is random. Thus, in this
paper, an optimization problem is formulated with a focus on
the signal-to-interference-plus-noise ratio for the legitimate link,
and it is solved by a heuristic method called the concave-convex
procedure. Then, a ternary scheme is proposed, which is less
complicated than the full (joint) scheme, and it is optimized by
adopting a formulation based on an assignment problem, the
solution of which is effectively obtained by the so-called tabu
search procedure. Additionally, the problem of maximizing the
average secrecy rate is investigated by utilizing a continuous LED
model, which significantly relaxes the complication that rises
from calculating the expectation with respect to the location of
the eavesdropper. Our analysis and simulation results show that
the proposed simultaneous beamforming and jamming strategies
(both joint and ternary) are good proxies for maximizing the
average secrecy rate by utilizing the statistical information on
the eavesdropper’s random location.

Index Terms—Physical layer security, visible light communi-
cation, beamforming, jamming, average secrecy rate.

I. INTRODUCTION

Over the past decade, as the number of mobile devices
connected to the Internet has increased, with primary user
activities including data-intensive HD video streaming and
cloud-based service access, the capacity demand on the radio
access network has been steadily increasing. To satisfy this
demand, wireless providers are deploying additional access
infrastructures that rely on new cells and WiFi endpoints.
However, it has proved challenging to improve data rate and
reduce latency given the limited range of available radio
frequency (RF) spectrum. Moreover, a large number of access
points deployed in congested public areas cause high interfer-
ence among themselves, which results in a degradation in the
performance of the communication network [1]-[3].
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Spurred by these issues, many researchers and engineers
have further explored new air interfaces and spectrum, such
as light and extremely high-frequency waves. Visible light
communication (VLC) systems, which utilize visible light as
the communication medium and exploit the light infrastructure
currently being used for illumination, have gained popularity
in academia and industry. VLC has a few advantages in terms
of unlicensed wide bandwidth, high area spectral efficiency,
and high security [3], where the last two advantages come
from the fact that visible light cannot penetrate opaque walls,
and the area being illuminated by a certain light-emitting diode
(LED) can be controlled and regulated by adjusting the LED
emission pattern.

At the same time, in VLC systems, network security remains
an important challenge that needs to be studied further. In large
and crowded rooms, such as offices, libraries, and shopping
malls, there is always the possibility that an eavesdropper
can wiretap the information signal in the air. Physical layer
security (PLS) is a set of techniques that allows a transmitter
and a legitimate receiver to transmit and receive important
data securely by utilizing channel randomness. In PLS, if the
capacity of the intended data transmission channel is higher
than that of the eavesdropping channel, the data can be se-
curely and reliably transmitted at a rate close to the difference
in their capacities, i.e., the so-called secrecy capacity, so that
only the intended receiver can successfully decode the data [4].
Since Wyner’s seminal work [5], numerous PLS enhancement
techniques for RF systems have been studied, including beam-
forming, antenna selection, artificial interference, etc. [6]-[8].

In the meanwhile, to improve the PLS of VLC systems,
many PLS techniques for VLC systems have been studied.
Specifically, an extensive study has been first performed by
Mostafa et al. [9]-[13]. In [9], they analyzed the achiev-
able secrecy rates for the cases of both single-input, single-
output (SISO) and multiple-input, single-output (MISO) and
proposed an LED beamforming. Also, they developed null-
steering, artificial noise, and friendly jamming strategies when
an eavesdropper’s channel state information (CSI) is initially
present and then absent at the transmitter [10], [11]. Moreover,
in [12], they utilized the excessive spatial degrees of freedom
offered by a large number of LEDs to direct the main lobe,
allowing the LEDs to transmit an important data only to the
intended user being located in an insecurity zone. In [13], the
beamforming weight vector maximizing the achievable secrecy
rate was designed and solved by converting a non-convex opti-



mization problem into a solvable quasi-convex search problem.
In addition, Alouini et al. investigated the secrecy rates with
various input distributions under the amplitude constraint on
the input signal [14], [15]. Particularly, in [14], the secrecy rate
with the cooperative jamming scheme was analyzed when the
truncated Gaussian input distribution was utilized. In [15], the
authors investigated the secrecy rate for various input signaling
distributions, including the truncated generalized normal and
uniform distributions, via transmit beamforming and artificial
noise schemes. Also, Pham et al. studied the PLS for multiuser
MISO VLC systems utilizing zero-forcing and artificial noise-
aided precoding, respectively [16], [17]. In [18], Arfaoui et al.
proposed various precoding schemes for maximizing the max-
min fairness, the harmonic mean, the proportional fairness, and
the weighted fairness, respectively. Particularly, an achievable
secrecy rate was provided for the system as a function of
the precoding matrix. Also, in [19] and [20], the secrecy
outage probability (SOP) was analyzed utilizing stochastic
geometry when eavesdroppers are randomly distributed and
a beamforming scheme that does not require the locations or
CSI of eavesdroppers was proposed, respectively. Also, in [21],
the secrecy performance in VLC in the presence of randomly
located colluding eavesdroppers was investigated. Please refer
to [22], [23] for further details on PLS for VLC systems.

On the one hand, a practical and feasible VLC eavesdrop-
ping scenario is that the eavesdropper augments its receive
capability by, for example, increasing an area of a photodiode
(PD), adopting a high gain optical lens, and accurately adjust-
ing the receiver’s orientation toward the LED transmitter. For
example, in [24], a telescope was used to increase the gain of
the receiver in an experimental test, which showed that VLC
channels can be eavesdropped with a high-quality receiver
even at a far distance. In the presence of an eavesdropper
equipped with a better receiver than the intended user, a
secrecy outage can occur with a high probability. To cope with
this scenario, multiple jamming or artificial noise schemes for
VLC systems were proposed in [10], [11], [14], [15], [25].
This is a powerful and practical approach to securing VLC
systems since even eavesdroppers with powerful receiver ar-
chitectures cannot distinguish between the random information
jamming signals.

To date, almost all works on jamming in VLC systems have
assumed that the locations and/or the CSI of eavesdroppers
are available at the transmitter, which may not be practical.
This paper deviates from this assumption by proposing a joint
strategy of beamforming and jamming, which can be imple-
mented in the presence of a randomly located eavesdropper,
i.e., it does not require knowledge of the exact location or the
CSI of an eavesdropper, instead only requiring the statistical
information of the location of the eavesdropper.

On the other hand, [10], [11] also proposed user-friendly
jamming strategies assuming that LED transmitters do not
retain knowledge of the precise location of an eavesdropper.
However, they have the limitations on their performance and
assumption. More specifically, in the artificial noise scheme
[10], the LEDs transmit randomly-generated noise symbols in
the nullspace of the intended user with the hope that interfer-
ence is caused at the eavesdropper site. However, this scheme

left the resulting secrecy performance to luck depending on
the nullspace of the intended user, thus it does not always
perform in a way that maximizes the secrecy performance’.
When engineering secure VLC systems, the inconstant secrecy
performance changing with the nullspace of the intended user
may cause difficulties in determining properties of a wiretap
code [4]. Also, the friendly jamming scheme in [11] assumed
that an eavesdropper is expected or permitted to exist within
a certain bounded area known to the jammers. Then, they
formulated the max-min optimization problem maximizing the
worst-case secrecy rate over all the channel realizations of
the bounded eavesdropper. However, in large open spaces, it
would be impractical to anticipate or restrict the region of an
eavesdropper’s possible location, since the eavesdropper can
be located anywhere, even at a far distance, being equipped
with a high-quality receiver trying to escape the vigilance
of the legitimate user. In contrast, our proposed scheme is
the approach that maximizes the secrecy performance (not
leaving to luck) by simultaneously utilizing the beamforming
and jamming and does not set any constraint on the possible
location of the eavesdropper, while requires only the statistical
information on the eavesdropper’s location. In practice, the
statistical information on the location of an eavesdropper
can be effectively acquired by analyzing the user behavior
characteristics and the layout of the room. Moreover, note that
the uniform distribution on the eavesdropper’s location, as we
will assume in later sections, means that the eavesdropper’s
location is completely random (unknown), which is the worst
case from the secrecy viewpoint [26], [27].

Firstly, we formulate the optimization problem for the
beamforming and jamming vectors that maximize the signal-
to-interference-plus-noise ratio (SINR) of a legitimate user
while suppressing the SINR of an eavesdropper. Since the
optimization problem is not convex, we utilize a heuristic
method called the concave-convex procedure (CCP) [28] to
find the local solution. However, due to its high computational
complexity when a large number of transmitters is considered,
we propose a simpler version of the joint scheme called the
ternary scheme, which is inspired by the behavior that is
observed when analyzing the joint beamforming and jamming
scheme. An assignment optimization problem is formulated for
the ternary scheme, and this is based on the SINR metric in a
similar way to the joint scheme. Tabu search (TS) is invoked
to obtain the solution to the assignment problem.

The most important objective of PLS enhancement work is
to increase the secrecy capacity [4]. However, in VLC systems,
deriving a closed-form analytic expression for the secrecy
capacity has proved elusive due to the amplitude constraint.
Hence, upper and lower bounds for various channel models
have been studied instead [9], [14], [29], [30]. Similarly, in
this paper, by utilizing the truncated Gaussian distribution
on the input and jamming signals as in [14], we derive a
closed-form secrecy rate expression for the joint scheme, given
the location of the eavesdropper. On the other hand, without
knowledge of the location or the CSI of the eavesdropper, with
only statistical information available, it is more appropriate

IWe will provide an example for this situation in Section VI.



TABLE 1. Notation and symbols used in the paper

Symbol | Definition/Explanation
L the length of a room
w the width of a room
H the height from the ceiling to the work plane
N number of transmitters
a modulation index
Ipc fixed bias current
{ current-to-light conversion efficiency
172 half illuminance angle
App,k | physical area of a photodiode
ik angle of irradiance
Wik angle of incidence
K refractive index of an optical concentrator
Wi received field of view of a photodiode
Risp. k| photodetector’s responsivity
Ty transimpedance amplifier gain
R set of real numbers
R4+ set of non-negative real numbers
1 all-ones column vector
0 all-zeros column vector
I identity matrix
E[-] expectation operator
[T transpose operator
P() probability operator
h() differential entropy operator
I(-;-) mutual information operator
[l 1 I-norm operator
log(+) natural logarithm

to define and utilize the average secrecy rate as a metric
to increase the secrecy performance [31], [32]. However, the
expectation of the proposed secrecy rate cannot be written
in closed-form, and the optimization problem maximizing the
average secrecy rate is shown to be non-convex; thus, it is
impractical to solve the problem directly, either by analytic
or numerical means. Consequently, we propose a continuous
LED model to mitigate the aforementioned complications and
to solve the optimization problem numerically. We show that
the continuum model can significantly simplify the optimiza-
tion problem based on the average secrecy rate metric by
transforming the problem with 2N optimization variables,
where N is the number of LED transmitters, into a problem
with only three optimization variables.

The rest of this paper is organized as follows?. Section II
begins with the system model describing the data transmission
and jamming schemes in VLC, and various performance
measures are discussed. In Section III, the joint scheme based
on the SINR is investigated. In Section IV, the ternary scheme
is analyzed based on the SINR, and in Section V, the average
secrecy rate under the ternary scheme is investigated by
utilizing the continuum model. Section VI provides details of
numerical results that support our analysis, and conclusions
are drawn in Section VIIL.

II. SYSTEM MODEL
A. Data Transmission and Jamming
We consider the downlink of a VLC system in a rectangular
room as shown in Fig. 1, where W, L, and H denote the

2The notation and symbols used in the paper are listed in Table L.

Fig. 1. Rectangular room configuration for VLC systems. W and L
are the room’s width and length, and H denotes the height from the
ceiling to the work plane. Dots denote LED transmitters.

width, the length, and the height of the ceiling relative to
the work plane, respectively. Also, one legitimate user Ry
and one passive eavesdropper Rg are present in the room,
where Rp is assumed to be randomly located on the work
plane in the room. N LED transmitters are assumed to be
attached to the ceiling of the room and each transmitter,
i.e., an LED fixture consisting of multiple individual LEDs,
is assumed to be capable of communicating independently
of other transmitters. Moreover, throughout this paper, it is
assumed that the transmitters know the location or the CSI of
Ry, while not knowing those of Rg.

To enhance PLS in VLC systems, we employ a joint
technique of beamforming and jamming. The data signal
x(t) € [-1,1] in time slot ¢ is generated from a certain
real constellation (e.g., a direct current (DC) biased pulse-
amplitude modulation (PAM) VLC scheme) and multiplied by
a beamforming weight w; (Jw;| < 1) at the ith transmitter for
i € {1,2,..,N} [20]. Also, the ith transmitter is assumed to
be capable of independently transmitting a jamming signal
ji(t) € [-1,1]. Note that j;(f) must be a random value to
prevent Rg from canceling the jamming component from the
received signal. Therefore, the input signal s;(¢) for the ith
transmitter can be expressed as

5i(t) = alpc (wix(t) + v; ji(t)) )]

where a € [0, 1] is termed the modulation index and Ipc € R,
is a fixed bias current. The parameter v; (v; > 0) is the
jamming intensity for the ith transmitter, where 0 < v; +|w;| <
1. The input signal s;(¢) is superimposed on a fixed bias
current Ipc, which is used for illumination. To maintain
linear current-to-light conversion, the amplitude of s;(¢) is
constrained such that |s;(t)| < @lpc. Therefore, the dynamic
range of the LED is Ipc+alpc. Also, E[s;(¢)] = 0 is assumed;
thus the data and jamming signals do not affect illumination.

According to [33], the channel gain A; ; € Ry from the ith
transmitter to the receiver Ry for k € {U,E} in a VLC system

corresponding to an LED with a generalized Lambertian
emission pattern is given by

hix =



(m + 1)App & K;% cos"(¢; )

cos(Yi i) Resp. ki Tor |¢; x| < Wi,

27rll.2 k sin?(¥;)
’ 0 for |y x| > Px
(@3]
where ¢ is the current-to-light conversion efficiency and
m = —In(2)/In(cos(¢1,2)) is the order of Lambertian emission

with half illuminance at ¢,. App « is the physical area of the
PD of Rix. As shown in Fig. 1, [; ; is the distance between
the ith transmitter and Ry. ¢; i is the angle of irradiance and
Yi.k 1s the angle of incidence between the ith transmitter and
Ry. Also, for Ry, ki is the refractive index of the optical
concentrator, W, denotes the received field of view of the
PD, Ry x is the photodetector’s responsivity, and 7 is the
transimpedance amplifier gain.

Moreover, by assuming that a receiver’s PD faces up normal
to the work plane, we can rewrite (2) in terms of /; x as

(m + I)APD,k K]% ( H
2r?, sin? (W) \lik

(m+1) 3
hi,k Zé’ ) Rrsp.,ka = lei—’]((m+ )

3)

where Gy = {(m+1)App xkf H"™* ' Regp. 1T /27 sin?(¥y). Note
that (3) is valid only when |y; x| < Wi is satisfied. Thus, for
the sake of simplicity, we assume that all of the receivers are
located such that /; < H/cos(W) is satisfied for all .

Therefore, the received signal at Ry for k € {U, E} with the
joint scheme of beamforming and jamming can be described
as

“4)

where hx = [hy s, ho,.... hv k]T € RN denotes the channel
gain vector, and W = [w,ws, ...,wn]" and v = [vi,va, ..., vy ]
denote the beamforming and jamming intensity vectors, re-
spectively. Also, J = diag(j(¢), j2(¢),...,jn(¢)) is a diagonal
jamming signal matrix, and ng(¢) signifies zero-mean additive
white Gaussian noise (AWGN) at R with variance o2. For
notational convenience, the time index ¢ is ignored for the
remainder of the paper.

yi(t) = alpchy (Wx(t) + Jv) + ni(t)

B. Performance Measures

For Gaussian VLC MISO channels with amplitude con-
straints, we define the peak SINR, rather than the average,
by assuming x = 1 and J = I since the channel capacity
bounds of VLC systems are expressed as a function of the
peak SINR [9], [10]. Therefore, the peak SINRs at Ry and
Rg with the proposed joint technique can be written as

272 T
o = @ IDCW Aw (50)
(lzllz)cVTAV + 0?2
272 T
a7 -w' Bw
YE = L (5b)

272 T 2
aIDCV Bv+ o

respectively, where A = hUhE and B = hEhE. We use SINR
to denote the peak SINR for the remainder of the paper.
The secrecy capacity of the VLC channel is given by [4]

Csy = H;aX(E(X Yy) - I(X; YE)), (6a)

st x| <1 (6b)

where X denotes the transmitted optical signal and px is the
input distribution of X. Also, ¥; for k € {U,E} denotes the
signal observed by the receiver Ry. The relationship between
X and Y, can be written as Y, = Hiy X + Ni, where Hy is the
channel gain between the transmitter and Rg. Nj is noise at
Ry. It is not feasible to deduce a closed-form solution for (6)
due to the amplitude constraint [34]. It was shown in [34], [35]
that the optimal probability distribution py, i.e., the solution
of the optimization problem (6), is unique and discrete with
a finite support set, thus it can be efficiently solved using
numerical methods. Nevertheless, closed-form expressions are
often preferred for engineering systems. In the following, we
provide a closed-form expression for an achievable secrecy
rate with the joint scheme of beamforming and jamming.

Firstly, to simplify the wiretap channel model in (4), we
assume that the jammers emit an identical jamming signal, i.e.,
J = jI, where j is a (random) jamming signal. This simplifica-
tion might weaken the security, but it may be preferred since
it permits a simple implementation. In addition, to simplify
deriving a closed-form achievable secrecy rate expression, we
assume that both the data signal x and the jamming signal j
follow the truncated Gaussian distribution N (0, o-%) defined
over [—1,1] as in [14]. Its probability density function (PDF)

is given by
()

o () -o(5)
or or
where ¢(v) = eV’ /2/\2x, O(r) = (1 + erf(r/V2))/2 and
or € R,. Note that the optimal input distribution under the
amplitude constraint in VLC systems is not readily available,
and the truncated Gaussian distribution was shown to outper-
form the uniform distribution in the terms of secrecy rates in
VLC systems [14]. Therefore, from (4), the received signals
for Ry and Rg with these simplifications can be rewritten as

fx) =

(7

(8a)
(8b)

Yu = CL’IDchirJWx + CYIDchIl;Vj + ny,

YE = CllpchEWx + a'Il)chEVj +ng

respectively. We now present the following lemma, which
captures an analytic achievable secrecy rate expression for the
system in question.

Lemma 1. An achievable secrecy rate for the Gaussian
wiretap channel in (8) with the joint technique of beamforming
and jamming can be obtained by lower-bounding the secrecy
capacity in (6) to give

1 ¥ (wTAw + vTAv) + C
Ry = max ¢ — log

ovTAv + C

1 ¢ (W'Bw + vIBv)

——1 ,0 9
2 8 ( e21vTBy ©)

where
L= i I
~#0(7) -7 ()
n =log(Z) +

2Z ’
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Proof. See Appendix A-A. |

III. THE JOINT STRATEGY OF BEAMFORMING AND
JAMMING

A. Optimization of the Joint Strategy Based on SINR

Without knowledge of the location or the CSI of Rg, a
natural objective is to maximize the SINR of Ry subject to
a constraint on the average SINR of Rg, same as in RF
communications [36], [37]. Therefore, in this subsection, we
investigate the selection of w and v that maximizes yy subject
to a constraint on Ep,[yEe].

From the SINR definitions of (5), we can formulate the
problem of interest as

a’I} -wrAw
argmax ——————— (10a)
wv a2l VIAV + o2
272 T
o a“ I, -w Bw < pp
E| 2712 oT 2| =
s. 1. @I ViBY + o (10b)
lwl+v =1
v > 0.

where pg is the target constraint on Ey, [yg]. However, due
to the fact that the first constraint does not lead to a tractable
analysis, we propose a suboptimal approach by replacing the
left term of the first constraint with the ratio of the average
received data power to the average interference plus noise
power?, i.e.,

_ Eng [@?1}-w'Bw]

YE =

212 IR
) a I W Bw
- 2712 T 2

En; @ I,V BV + 0 ]

T2 Jm 2 an
aIDCv Bv+o

where B = Ep,[hghl]. The element in the ith row and jth
column of B is given by
_ 1 7 G2
Bir=1Tw / /W ey Y a2
£ )T (xy)

where [;(x,y) fori € {1,2,---,N} is the distance between the
ith transmitter and the point (x,y) in the work plane.

w
2

3Note that yg does not approximate to the expectation of yg, ie.,
Eng[ye]. For example, when 6 X 6 LEDs and a room of 30 x 30 m?
are assumed, Y = 0.07 and Epg[yg] = 3.17 are numerically evaluated.
However, as we will see in the following, ¥ is a very effective metric for
suppressing the information reception and increasing the interference at R,
while significantly simplifying the optimization problem.

Now, we consider the optimization problem given by
azléCwTAw
argmax ———————
wv a2l VTAv + o2

2712 TR
a“lp-w Bw

(13a)

st azléCvTBV + 02
lwl+v <1
v > 0.

(13b)

where pg; is the target constraint on y . Utilizing the Charnes-
Cooper transformation [38], we can simplify the objective
function (13a). First, we define
w
g b
where ¢ > 0. Then, by plugging (14) into (13) and setting
& = \J1-a?I} .¥TAV/o, the quadratic fractional optimiza-
tion problem (13) can be simplified to the non-fractional
problem

w = V= (14)

| <

arg max QQI%)CWTAW (15a)
w,v
@I WIBW = pp + ppa’l} VAV < ppa’l; VBV
S.Ly |[W+¥=<T-4/1- a/zléci"TA'\"/O'
v>0.
(15b)

Here, the difficulty of solving (15) arises from the fact that
it requires the maximization of a convex quadratic objective
function and the right side of the first constraint yields a non-
convex set. Thus, we apply the CCP approach, which is a
powerful heuristic method to find a local solution. Given initial
feasible points Wy and V¢, we transform the objective function
and the non-convex function in the first constraint into affine
functions (i.e., convex) by calculating the first-order Taylor
series approximation. We then solve the convex optimization
problem by using a standard optimization programming like
the sequential quadratic programming (SQP) algorithm [39].
Next, we set the solution to W; and V| and repeat the same
procedure until the improvement in the objective value is less
than a predefined threshold e. The details of this iterative
algorithm are given in Algorithm 1. Since the CCP is a
local heuristic, the final solution depends on the initial points
Wwo and V. Therefore, it is wise to start the algorithm with
several initial points and take as the final choice denoted by
Ww* and V" which maximizes the objective function. On the
other hand, it is worth noting that the initial points can be
somewhat anticipated according to the location of Ry, since it
is expected that the beamforming weights are relatively high
for the transmitters that are near to Ry, while the jamming
intensities are relatively high for the transmitters that are far
away from Ry .

Finally, from (14), we can obtain the optimal solution to the
original problem in (13) by computing

oW ov*

w . (16)
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Algorithm 1 CCP algorithms for solving (15)

given initial feasible points Wq and ¥y, k£ := 0
repeat
1. Convexify. Form

80(W; W) 2 @2 I, -l AWy + 2 I3, - AWg)T (W — W),

co N a—=_ 212 <The — 22 e \Tie
81V V) = ppaIp oV BV, + 2pp (@ [ cBY)" (V- V)
2. Solve. Set the value of Wy, and V¥, to solutions of the
convex problem
argmax go(W; W)
W,V
@13 - WIBW - pp + ppa’ 5 VYAV < g1(V; %)

ot J1 -2 FTAY
U] Wy

v>0

o

3. Update iteration. k := k + 1.
until stopping criterion is satisfied.

B. Beamforming and Jamming Characteristics

In the previous section, we showed that the beamforming
weight and jamming intensity vectors of the optimization
problem (13), which is based on the SINR, can be effectively
found by utilizing the Charnes-Cooper transformation and
the CCP. However, this approach suffers from considerable
computational overhead as well as a large number of iterations
when the number of LED transmitters is large. Because, as
we will see later, the joint scheme will be more useful in
a huge room consisting of a large number of transmitters,
the complexity in finding the beamforming and jamming
vectors must be reduced. Therefore, in this subsection, we
investigate the characteristics of the beamforming weights and
jamming intensities according to the relative locations among
the transmitters and Ry. This investigation will enable us to
propose a simple ternary scheme in the next section.

Figs. 2(a) and (b) show an example of the beamforming
weights and the jamming intensities of the transmitters accord-
ing to the locations of the transmitters, which are obtained by
solving (13). We assume that 6 X 6 transmitters are located at
(xr, yr,H) for xp,yr € {£2.5,+£7.5,+£12.5}. Also, we assume
that one fixed Ry is located at (7,7,0) and one Rg is randomly
located in the work plane of the room. It is shown that
the beamforming weights of the transmitters being located
near to Ry are high, while those of the other transmitters
are almost zero. In contrast, the jamming intensities of the
transmitters being located near to Ry are zero, while those of
other transmitters are close to one. Thus, this result verifies
that when the transmitters do not retain the information on
the location or the CSI of an eavesdropper, transmitting data
only by the transmitters being located near to the legitimate
user and emitting jamming signals by the faraway transmitters
would effectively increase the secrecy performance. In other
words, simultaneously transmitting information and jamming
signals from the same transmitter would be unusual.

IV. THE TERNARY STRATEGY BASED ON SINR

As a result of the observations noted in Section III-B, we
propose a simple ternary strategy in which the transmitter

-x (m)

(a) The beamforming weight w;.

Vi

< (m)

(b) The jamming intensity v;.

Fig. 2. The beamforming and jamming vectors obtained from the opti-
mization problem (13). Ry is located at (7,7,0). The 6x6 LED trans-
mitters are located at (xr,yr,H) for xp,yr € {£2.5,£7.5,+12.5}.
L=30m W=30m, H=22m, ¢1/ = 60° and pg = 0.15 are
used.

selects its role among an information transmitter, a jammer
or just being silent. In other words, when the transmitter acts
as the information transmitter, their beamforming weights are
always one, while their jamming intensities are always zero.
For jammers, the situation is reversed. Also, a transmitter can
remain silent if need be. The ternary scheme can significantly
reduce the computational complexity since the transmitters
only need to select one role out of the three options based
on the location of Ry .

In the proposed scheme, the beamforming weights w; and
the jamming intensities v; for all i € {1,2,..., N} have to be an
element of {0, 1}, subject to w; +v; < 1. We will investigate
the assignment optimization problem for the ternary strategy
based on the SINR metric, which can be effectively solved by
TS.

The optimization problem for the joint scheme based on the
SINR (13) can be modified under the ternary strategy as

a? 12D CWTAW
arg max

_ 17a
wy a?[7 vTAv + 02 (172)
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Fig. 3. Examples of tier groups. The move of the TS changes the
roles of transmitters in a tier group.

a*1%  -w'Bw _
272 TR , SPE
s.t. { @ lpeviBvto (17b)

lwl+v <1
wi, vi € {0,1} for all i € {1,2,...,N}.

A fractional quadratic assignment optimization problem like
(17) was shown as NP-hard [40]; thus, it would not be feasible
to find an optimal point of (17) via a deterministic method.
Therefore, we employ TS [41], which is a meta-heuristic
method utilizing local search procedures, to find the local
optimal solutions w* and v* of (17). TS is designed to prevent
a search procedure from becoming trapped at locally optimal
solutions by utilizing short-term memory.

The TS procedure begins with the initial point {WE‘O),VZO)}
in which the transmitters near to Ry are set as information
transmitters, i.e., w; = 1, while the others are set as jammers,
i.e., v; = 1. Setting the initial point in this way comes from the
observation in Section III-B that the transmitters near to Ry
are likely to act as information transmitters, while the distant
transmitters are likely to act as jammers.

Then, a set of neighboring solutions N ({WE‘O),V*O)}) are gen-
erated by applying a set of possible moves to {w(o),vz‘o)}. The
set of possible moves includes “set information transmitters”,
“set jammers”, “set silent transmitters” and “swap roles”.
Since the roles of the transmitters largely depend on their
locations with respect to Ry, it can be anticipated that the
roles of the transmitters being located near to each other would
be identical. Thus, we enable the moves to change the roles
of the transmitters in a tier group as shown in Fig. 3. With
these grouping moves, we can reduce the possibility that the
search procedure is trapped at a local solution. Note that the
efficiency and performance of a TS procedure strongly depend
on the way that the moves are defined and how well the moves
exploit the actual structure of the problem [41].

Next, among the neighborhood solutions N ({WE‘O),VE‘O)}), the
best solution in the terms of maximizing the objective function
is selected as the iterate {W?l),Vfl)} even if the value of the
objective function with {wz‘l),vz‘l)} is less than the value with
{wzﬁo),VZ‘O)}. Also, in order to prevent cycling and to try to
escape from local optima, the list of tabu moves is maintained.
This list forbids the opposite move that has been made at a
given step for a certain number of iterations L, which is the
length of the tabu list. In addition, if the move added to the
tabu list yields an improved solution larger than ‘“aspiration
criteria”, the move can be made, and its solution can be
selected as the best solution for the next iteration.

This procedure repeats for a maximum number of iterations
max;. At each iteration, the best solution {w(*l.),vz‘i)} and its

-x (m)

(a) The beamforming weight w;.

Vi

< (m)

(b) The jamming intensity v;.

Fig. 4. The beamforming and jamming vectors with the ternary
scheme obtained from the assignment optimization problem (17).
Ry is located at (7,7,0). The 6 X 6 LED transmitters are located at
(x7,y1,H) for xr,yr € {£2.5,+7.5,£12.5}. L =30 m, W = 30 m,
H=22m, ¢1/5 =60° and pr = 0.15 are used.

value of the objective function are stored, and the best solution
among them is returned as the final optimal solution.

Fig. 4 shows the beamforming weights and jamming in-
tensities found via TS under the ternary scheme. It is shown
that they are similar to the result in Fig. 2, except that the
values of beamforming weights and jamming intensities are
either 1 or 0. Note that on a standard PC (Intel i7, 3.4 GHz)
using MATLAB, finding a solution via TS can be executed
in a few seconds, while the CCP for solving (13) requires
hundreds of seconds, including the time for iterations with
multiple different initial points, when N = 36.

V. OPTIMIZATION BASED ON SECRECY RATE WITH THE
CONTINUUM MODEL

In this section, we consider a continuum model of the sys-
tem in an effort to investigate the average secrecy rate with the
ternary scheme. Note that, to the best of our knowledge, with
the discrete transmitter model described in Fig. 1, it is only
possible to solve the maximum-SINR problem; a solution to
the maximum-average-secrecy-rate problem remains elusive.



Fig. 5. Geometry of the ternary scheme with the continuous LED
model.

This is due to the fact that the optimization problem is not
convex in the 2N variables (where N can be large) to be
optimized. Furthermore, [Ey, [R;] is difficult to evaluate owing
to the terms wIBw and vIBv, where each element of B is a
function of h; . However, by utilizing the continuum model,
we can make the optimization problem simple enough to be
numerically analyzed as we will see below.

Fig. 5 illustrates the geometry of the continuum model,
where an infinite number of LEDs are assumed to be attached
to the ceiling in an infinitely large room, and their distances
among LEDs are infinitesimal. In practice, a lot of multiple
LEDs are uniformly and widely distributed to evenly illumi-
nate an entire room within the lighting standards, e.g., from
400 to 1000 lux for a typical office [42]. Thus, the continuum
model can describe practical VLC systems and is able to
provide analytic insight into the secrecy performance of the
ternary strategy. Without loss of generality, we assume that
Ry is located at the origin and Rg, is located in a gray annulus
with inner radius Rg, and outer radius RE24- The blue shaded
circular plane centered at Ry denotes the LEDs that act as
the information transmitters, while the yellow annulus with
inner radius Ry, and outer radius K, denotes the jammers.
The white annulus indicates the LEDs that are silent.

A. Received Optical Power Density Analysis

In the continuum model, to deal with the infinite number of
LEDs, we characterize the emitted optical power of LEDs by
the optical power density per unit of LED area Pr [W/m?].
We assume that the information transmitter and the jammer
emit signals with the same optical power density.

Firstly, the received optical power density of the data signal
emitted by the information transmitters, i.e., the blue shaded
plane, Pp [W/m?] at (rg,0f,0) can be described by

Rr p27 (m+1)
Pp(re.0k) =/ / PT—(m +21) (E) rdodr
0 0 2l \lE

4This assumption can be justified since Rg would like to be located not
too near to Ry to escape the vigilance of a legitimate user and not too far
from Ry to wiretap the information signal.

2 2 2
(g)P_T ‘RT—H -rg

1
5 +

VU2 + R 4 202 (H2 - R2) + 1
(18)

where Ig = \/rz + ré —2rrg cos (6 — Og) + H? is the distance
between the differential transmitter and the point (rg,0g,0).
Also, for (a) and the following analysis, we assume all of
the LED transmitters have the Lambertian emission pattern,
i.e., ¢1/2 = 60° (m = 1). Note that the value of Pp(rg,0k) is
independent of 6 ; thus we replace the notation of Pp(rg,0E)
with Pp (VE)

In addition, the received optical power density of the jam-
ming signal emitted by the jammers, i.e., the yellow annulus,
P; [W/m?] at (rg,0E,0) can be described as (19) at the top of
the next page. Similarly, we replace the notation of P;(rg,0f)
with Pj(rE).

B. SINR and Secrecy Rate Analysis
With the same simplifications assumed in (8), the received
signals for Ry at the origin and Rg at (rg,6g,0) with the
ternary scheme can be rewritten as
yu(t) = LuPp(0)x + {uPs(0)j + nu,
Ye(t) = {ePp(re)x + (e Py (rE)j + ne

(20a)
(20b)
respectively, where (i = @App &} Resp.x Tk /sin® (i) for k €

{U,E}. Also, the secrecy rate expression under the ternary
scheme in (9) can be rewritten with the continuum model as

(e%(Pg (0) + P2(0)) + D)

1
Rs,cont.(rE) = max {_ 10g

2 ©P2(0) + D
1 @(P2(rg) + P3(rg))
5 log ezﬂPg(rE) ,0 21

where D = 0'2/0'%5[2].

C. Optimization Based on Average Secrecy Rate

Since the location of the eavesdropper is unknown at
the transmitters, with only its statistical information being
available, we can numerically calculate the average secrecy
rate as

— RE,
Rs,com. = / frE (r)Rs,cont.(r) dr
R

Ey
Re, 2r
= ——— R (r)dr
B ) s,cont.
'/;El REZ - REI

where f,.(r) = 2r/ (RJZE2 — 7{%]) denotes the PDF of rg. The
problem of maximizing the average secrecy rate (23) can be
formulated as

—x —

= max R
s,cont. s,cont.
Rr. Ry Ry,

s.t. 0<Ryp S'le SR]Z.

(22)

(23)

Note that the optimization problem (23) is also a non-convex
problem, and the objective function includes the integration
to be solved numerically. However, the continuum model
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significantly reduces the problem from finding the optimal
beamforming and jamming vectors consisting of 2N elements
in the discrete model to finding only three variables, i.e.,
Rr, Ry, and R;,. Moreover, R

dimensional integral. In practice, finding the optimal solutions
of the three parameters via the SQP algorithm can be executed
in a second on a standard PC (Intel i7, 3.4 GHz) using

MATLAB.

D. Link Between the Continuum and Discrete Cases

In this subsection, we provide guidelines on how to apply
the three parameters Ry, Ry, and R, obtained from the con-
tinuum model to a real VLC system, that is, the discrete model.
To transform the continuous model to the discrete model in
a straightforward manner, we set the roles of the discrete
transmitters in minimizing the sum of the distances between
the continuous and discrete transmitters. More specifically,
assuming that Ry is located at the origin of our coordinate
system and N LED transmitters are uniformly distributed over
the entire room, selecting the jammers is executed as

g’ = mjlnzdj,i
ieg
s.t.|J| =Ny

where N; = ﬂ(R%z —R;] YPr /(Ipc <) denotes the number of the
jammers and J = {j1, j2,....jn, } for ji € {1,2,..,N} denotes
the index set of the jammers. Also, dy; denotes the shortest
distances between the discrete transmitters and the continuous
set of the jammers, which can be defined as

Ry —+Jx2+ ¥} for 0< [x?+y? <Ry,
dji= 0 for Ry, < Jx7 +y} <Ry,
XEHYE=Ry, for Ry, < (JxP+y?

where {x;,y;} for i € {1,2,...,N} denotes the coordinates of
the transmitters.
In addition, selecting the information transmitters can be
similarly executed as
T = min Z dr;
T €T
s.t.|7| = Nr

(24)

(25)

(26)

where Ny = ﬂ‘R%PT /(Ipc{) denotes the number of the infor-
mation transmitters and 7~ = {t1,2,....tn, } fort; € {1,2,...,N}
denotes the index set of the transmitters. dr; denotes the

- (19)
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Fig. 6. An example of the role selection of the discrete transmitters.
For the continuum model, R =3 m, R;, =8 m and Ry, = 9 m are
assumed. For the discrete model, the 20x20 discrete LED transmitters
are assumed to be uniformly distributed on a square lattice in the
30 x 30 m? room.

shortest distances between the discrete transmitters and the
continuous set of transmitters, which can be defined as

0 for OS,/xi2+yt.2<RT,
1/)cl.2+yl.2—7€T for RTS1/xl.2+yl.2.

Fig. 6 shows an example of mapping the continuous trans-
mitter to the discrete transmitters minimizing the sum of the
distances, where the 20 x 20 LEDs are distributed on a square
lattice.

Once the mapping is finalized, the secrecy rate with the
selected discrete information transmitters and jammers given
the Rg location, whose coordinate in the work plane is
(rg,0g), can be calculated as

dr,; = (27)

e (e$AeT + e}AeJ) +C

1
R; gdise.(rg,0g) = max § = lo
S,dle‘( E E) 7 g ¢e}AeJ +C

© (e¥BeT + e}BeJ)

) log ,0 (28)

ezﬂe}BeJ

where er and ey are the column vectors whose ith and jth
entries for i € 7 and j € J are all I’s and the others are
all O’s, respectively. Finally, the optimal average secrecy rate,



TABLE II. Simulation Parameters

Room configuration

Length (L) x Width (W) 30 x 30 m?
Height from the work plane (H) 2.2 m
Number of light fixtures 36
Number of LEDs per fixture 8

Locations of transmitters {£2.5,+£7.5 £ 12.5}
LED electrical and optical characteristics

Average optical power per LED 1w
Optical power / current n 5
Nominal half-intensity angle @1/, 60°
Modulation index « 0.5
Optical receiver characteristics

Photodetector’s responsivity 0.54 mA/mW

Lens refractive index « 1.5
Noise power o2 -98.33 dBm

Field of View Y. 90°

which is obtained by mapping the continuum model to the

discrete model, can be calculated by numerically evaluating
—%
R

s, disc.

RE, 27
= / f;'[; (V)R‘ disc. (r, 9)1" dédr
REZ 2r
NN

VI. NUMERICAL RESULTS

Ry disc.(r,0)d6 dr.  (29)

In this section, we provide numerical results to verify
the performances of the proposed joint strategies. The room
configuration and simulation parameters are provided in Table
II. We use the Cartesian coordinate system to identify positions
of transmitters and receivers, where the center of the room is
located at the origin.

A. Signal-to-Interference-plus-Noise Ratio

Fig. 7 shows the comparison of the SINR of Ry; for the joint
scheme and the ternary scheme according to the location of
Ry . The optimal beamforming weight and jamming intensity
vectors for the given location of Ry are obtained by solving
the optimization problems (13) and (17), respectively, and
the SINRs of Ry are plotted according to the locations of
Ry in Fig. 7(a). In the figure, there are two very similar
surfaces, where the top meshed surface corresponds to the
joint scheme denoted by y))", while the bottom filled surface
relates to the ternary scheme denoted by y“’r As seen in the
figure, the performances of the joint scheme and the ternary
scheme with respect to yy are so similar that it is difficult to
observe their difference. To clarify the gap between the two
surfaces, the ratio of SINRs is plotted on a dB scale, i.e.,
10xlogyo(yiy /%), according to location of Ry in Fig. 7(b).
The figure shows that the two proposed schemes yield a
similar performance in most of the area, while the joint scheme
shows slightly better performance at the center of the room.
Considering that the complexity in solving the optimization
problem for the joint scheme (13) is much higher than that of
the ternary scheme (17), the small performance gap indicates
that the ternary scheme may be preferred in practice.
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(a) The SINRs of Ry with the joint scheme and the ternary scheme,
respectively, according to the different locations of Ry;. There are two very
similar su_rfaces, where the top meshed surface denotes yy; with the joint

scheme y'U , while the bottom filled surface denotes ygy; with the ternary
tCT

scheme y;

The ratio of SINRs (dB)

(b) The ratio of SINRs generalized by the ternary scheme, i.e., 10 X

loglo(fm e

Fig. 7. The comparison of the SINRs of Ry; between the joint strategy
and the ternary strategy. pg = 0.3 is used for the optimizations.

Fig. 8 shows the SINRs of Rg with the joint scheme and the
beamforming, respectively, as a function of the Rg locations.
The beamforming scheme [20] is given as a benchmark in
which the beamforming vector (without jamming) can be
calculated without the knowledge on the locations or CSI
of Rg like the proposed joint scheme. In the figure, there
are two surfaces, where the top meshed surface is for the
beamforming-only method, while the bottom filled surface is
for the joint scheme. Here, Ry is located at (—10.5,—10.5). For
a fair comparison, yy = 46 dB is set for both the joint scheme
and the beamforming-only approach. In (a), it is shown that,
for both the schemes, the SINR of Rg is very high when Rg
is close to the Ry location, but it decreases very quickly as
Rg moves away from Ry because the channel gain decays like
1(m+3) However, at the faraway locations from Ry, yg with the



The SINR of Rg (v£) (dB)

(a) The SINR of Rg being equipped with App g =1 cm?2.

The SINR of Ry (yg) (dB)

(b) The SINR of R being equipped with App, g = 100 cm?.

Fig. 8. The comparison for the SINRs of Rgp between the joint
strategy and the beamforming according to the different locations
of Rg. The top meshed surface is for the beamforming-only method,
while the bottom filled surface is for the joint scheme. In both figures,
Ry is located at (—10.5,—10.5) and equipped with App 7 =1 cm?,
while Rg has a larger PD App p = 100 em? in (b). For a fair
comparison, yy = 46 dB is set for both of the joint scheme and
the beamforming.

joint scheme is much lower than that with the beamforming-
only technique due to the presence of the jammers there.

On the other hand, the fact that yg at the distant location
is much lower than yy with both schemes might evoke a
thought that the beamforming scheme itself is enough to
ensure a secure connection unless Rg is located near to Ry .
However, in reality, the possible eavesdropping scenario in
VLC systems can include the eavesdropper with dominant
receiver front-end specifications much better than those of the
legitimate user, such as a larger physical PD area, a higher PD
responsivity, a higher refractive index, etc. Moreover, in our
earlier work [21], it was shown that the collusion of multiple
eavesdroppers could achieve a high diversity gain to improve

46
< b < I ¥
= * %
B ¥
n
. L
£ a2 T ¥ ¥ + T T 1
G %*
]
54T + 7
[aet
.
$ 38F |
-
Q
[}
2]
o 36 B |
%-) —R:‘com, with RE‘ =5m
: _ )
g + ¥ R, g with Rp, =5m
S 34p R, i
........ R, cone. With R, = 3m
* + R:,com. with RE‘ =3m
Wl ‘ | ‘ ‘ ‘ : : :
0 15 20 2 30 3 40 45 50
N,

Fig. 9. The optimized average secrecy rates of the continuum model
and its corresponding discrete model for the different number of
transmitters N = N, X N,. For the discrete model, Ry; is assumed
to be located at (0,0) in 30 x 30 m? room and Rg is assumed to
be uniformly and randomly located in the annulus plane centered at
(0,0) with inner radius Rg, and outer radius Rg, = 15 m. o7 = 0.62

is used. E:,cont. and E;disc. correspond to (23) and (29), respectively.

the SNR of the eavesdroppers, which results in the increase of
the secrecy outage probability (SOP). Thus, due to these facts,
lowering the eavesdropper’s SINR as much as possible would
be essential for securing the transmission even when the SINR
of a legitimate user is higher than that of an eavesdropper with
the same specification of receiver device.

From this perspective, Fig. 8(b) shows how effectively the
proposed joint scheme reduces the SINR of Rg being equipped
with a larger PD°. In (b), the physical area of the PD of
Re (App,g = 100 cm?) is set much larger than that of
Ry (Appr =1 cm?). For the beamforming scheme, it is
shown that Rg is able to significantly improve its SINR up
to 40 dB over the entire room by increasing the PD size,
compared to Fig. 8(a). However, for the joint scheme, it is
shown that yg slightly increases near the location of Ry,
while it remains almost unchanged in the distant area. This
is because Rg receives more of the jamming signals as well
as the information signals through the larger PD; it cannot
increase its SINR just by increasing the PD size. In addition,
the probability of the secrecy connectivity [27], which can be
defined as Py, = P(yy > yE), decreases from 0.94 to 0.75
with the beamforming scheme, while it slightly changes from
0.93 to 0.90 with the joint scheme.

B. Secrecy Rate with the Continuum Model

Fig. 9 shows the optimized average secrecy rate of the con-
tinuum model and its corresponding discrete model according
to different numbers of transmitters in order to demonstrate the
validity of the continuum model. As the number of transmitters
N = N, X N, increases, it is shown that the average secrecy

SConsidering the channel model in (2), other better specifications of the
eavesdropper can be considered in the same way.
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Fig. 10. The optimized average secrecy rate R: for the different sizes
of PD. Rg is assumed to be uniformly and randomly located in the
gray annulus plane with inner radius Rz, = 2 m and outer radius
RE,. or = 0.62 is used.

rate of the discrete model converges to that of the continuum

model. More specifically, when the 10 x 10 discrete LEDs are
—x%

present in a 30 x 30 m? area, the gap between R cont. @and

ﬁ:’disc_ is 0.78 nats/s/Hz for Rg, = 3m. However, when the
number of transmitters is larger than 20 x 20, the gap rapidly
decreases to less than 0.07 nats/s/Hz. This result verifies that
the continuum model well approximates the real VLC systems
that have an adequately large number of LEDs.

Fig. 10 shows the performance of the ternary scheme
regarding the average secrecy rate. For comparison, the SISO
transmission [9] is given as a benchmark, whose secrecy rate
expression with the continuum model and with assuming that
the input signal follows the truncated Gaussian distribution is
given by

(30)

1 O'%QZJ P2 (0)62'7 +0?
Ry s1s0 = = 1

—lo
2 (AP (rp)e + o
See Appendix A-B for the proof. Then, we numerically solve

the optimization problem maximizing the average secrecy rate
for the SISO transmission, i.e.,

. _
RS,SISO =max RS,SISO (31)
Rr
where
- Re, 2r
Rs siso = / — 5 Ry,s1s0(r) dr. (32)
REI REZ - RE[

In the figure, it is shown that the ternary scheme slightly
outperforms the SISO transmission over the entire region of
RE, when the physical areas of PD for Ry and Rg are
identically 1 cm?. More specifically, when R, is small, in
which case Rg is likely to be located nearer to Ry, the
gap between ﬁ:com. and ﬁ:,SISO is small. This is because
the jamming signals emitted from the near jammers would
not be beneficial since the jamming signals would hamper

even the information transmission from the LEDs to Ry. On
the other hand, when R, is large; thus Rg is likely to be
located at distant positions from Ry, Rg cannot wiretap the
information signal even without the jamming signals present
because the channel gain in VLC systems decays very quickly
according to the distance from the LEDs to the receiver.
Therefore, the secrecy rate with the SISO transmission is
similar to, but slightly less than, the ternary scheme However,
when the PD size of RE 1ncreases to 10 cm?, it is shown
that the gap between RS cont. and Rs SISO becomes significant
because Rg being equipped with a large PD is able to more
effectively eavesdrop the information signal even at distant
locations under the SISO transmission. However, under the
ternary scheme, Rg cannot increase its eavesdropping ability
by increasing its PD size; thus the average secrecy rate remains
unchanged.

Figs. 11(a), (b) and (c) show the secrecy rate performance
as a function of Rg locations for the three proposed schemes,

e., the joint scheme, the ternary scheme and the continuum
model (but transformed to the discrete model by utilizing the
method described in Section V-D), respectively. In (a) and (b),
as we mentioned in Section III-B, the two schemes perform in
the way that the near LEDs act as the information transmitters,
while all of the other distant LEDs act as the jammers. In (c),
the continuum model performs in a similar way, except that
the locations of jammers are slightly nearer to Ry than (a)
and (b), reducing the low secrecy rate region (e.g., less than
3 nats/s/Hz). Although the beamforming and jamming vectors
for the first two schemes are obtained from the suboptimal
optimization problems maximizing the SINR of Ry, it is
shown that these schemes also perform well in terms of
maximizing the secrecy rate. Under the assumption that Rg is
randomly located in a circle with radius 15 m centered at Ry,
the average secrecy rates for the joint scheme and the ternary
scheme are 3.85 nats/s/Hz and 3.83 nats/s/Hz, respectively,
while the continuum model yields 3.91 nats/s/Hz.

In addition, to compare the proposed joint scheme with the
existing jamming scheme that does not require knowledge
of the location of an eavesdropper, the secrecy rate under
the artificial noise scheme [10] is given in Fig. 11(d). The
beamforming and jamming vectors for the artificial noise can
be obtained as

. 1
wWaN = kpalpchy, van = kachN

_N-1
0

i=1
respectively, where hy = hy/||hy||i, and ¢, € RN for i €
{1,2,...,N — 1} constitute a basis for the nullspace of h{, and
are normalized such that ||@g;|; = I,Vi € {1,2,....N - 1}. k
is a constant such that the peak constraint

N-1

N_—Fi Z |&B

i=1

k| plhg| +

is satisfied. Also, p is the parameter that determines the optical
power fraction devoted to a data signal, while 1 — p is for
jamming signals. In Fig. 11(d), it is shown that the secrecy
rate with the artificial noise is less than the continuum model
in Fig. 11(c) at the outer area of the room, while higher near
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(b) Secrecy rate with the ternary scheme (17).

(nats/s/Hz)

15 45
4
10
3.5
5
0
-5 E
-10
-15 0
-15 -10 -5 0 5 10 15

X (m)

y (m)

(d) Secrecy rate with the artificial noise in [10]. p = 0.5 is used.

Fig. 11. The comparison of secrecy rates under the different proposed schemes, the joint scheme, the ternary scheme, the continuum model,
and the artificial noise transmission according to the location of Rr. Ry is located at (0,0) and 15 X 15 LEDs are uniformly distributed on
a square lattice in 30 x 30 m? room. For the continuum model, RE, =0 m and Rg, = 15 m are used.

around Ry . This result shows that transmitting the artificial
noise (jamming) signals towards the nullspace of Ry yields a
higher secrecy performance at the small area near to Ry by
not causing the interference at Ry site, but it does not perform
in a way that maximizes the secrecy performance. Under the
assumption that Rg is randomly located in the room, the
average secrecy rate for the artificial noise is 3.50 nats/s/Hz,
while the continuum model yields 4.01 nats/s/Hz. The reason
can be more understandable by observing the beamforming
and jamming vectors wan, van in Fig. 12. It is noted that the
beamforming weight of the nearest LED to Ry is wyst, = 0.62,
not 1, because the fraction 1 — p, i.e., vprse. = 0.38, is allocated
to suppress the interference at Ry site. Since the channel
gain largely depends on the distance between transmitter
and receiver, the power allocation of the nearest LED for
the jamming signals would significantly reduce the received
optical power of the information signal at Ry site. In general,
the decrease of the information reception at Ry would result in
the degradation of the average secrecy performance, instead, it

would be better to allow the small interference at Ry site and
allocate the whole power of the nearest LED to transmit the
information signal as our proposed schemes behave. Moreover,
although the jamming signal precoded by van does not cause
interference at Ry site, most all the jamming intensities at
faraway locations from Ry are almost zero. In this case, the
artificial noise scheme cannot take advantage of the jamming
signals at the large outer area. Considering a practical scenario
that the eavesdropper equipped with a powerful receiver would
like to be located not too near to the intended user to escape
the vigilance of the legitimate user, the proposed joint scheme
can be more preferred.

Fig. 13 shows the SOP for the three proposed schemes,
the artificial noise transmission [10], and the SISO transmis-
sion [9] with the same room configuration of Fig. 11, where
the SOPs of the last two schemes are given as benchmarks.
RE is assumed to be randomly located in a circle with radius
15 m centered at Ry;. The SOP is defined as the probability
that the secrecy capacity Cs is less than a threshold secrecy



Wi

x (m)

(a) The beamforming weight w;.

(b) The jamming intensity v;.

Fig. 12. The beamforming and jamming vectors with the artificial
noise [10]. Ry is located at (0,0,0). The 15 x 15 LED transmitters
are uniformly distributed on a square lattice in the 30 x 30 m? room.
H=22m, ¢1/5 =60° and p = 0.5 are used.

capacity Cyp, i.e., Pso = IP(Cs < Cyp,) [43]. However, since the
closed-form of the secrecy capacity with the input amplitude
constraint is not readily available, we employ the secrecy rate
in (9) to determine the secrecy outage; thus the SOP can
be defined as Pso = P(Ry < Ry,), where Ry, denotes the
threshold secrecy rate. Fig. 13 shows that all the proposed joint
schemes and the artificial noise scheme outperform the SISO
transmission, i.e., they have much lower SOPs over the entire
region. Also, the SOPs of the joint and ternary schemes are
similar to each other, while the continuum model has slightly
lower SOP than the two schemes at the region up to 4.1
nats/s/Hz. In contrast, the artificial noise yields the lowest SOP
among the four schemes at the region up to 3 nats/s/Hz, while
it radically increases after 3.6 nats/s/Hz. This result shows that
the proposed three schemes have better secrecy performance,
i.e., lower SOP than the artificial noise transmission at the
region of high R;;. Note that an eavesdropper generally prefers
to stay at the outer area of the room, where the secrecy rate
appears high, escaping the vigilance of the legitimate user.

-e- Joint scheme (13)

0.9 149~ Ternary scheme (17)

-B- Continuum model (23)
Artificial noise [10]

~#= SISO transmission 9]
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Fig. 13. The secrecy outage probability under the different proposed
schemes, such as the joint scheme, the ternary scheme, the continuum
model, and the artificial noise transmission. Ry; is located at (0,0)
and 15 X 15 LEDs are uniformly distributed on a square lattice in
30 x 30 m? room. App,g = 10 cm? is used.

VII. CONCLUSION

In this paper, we studied simultaneous beamforming and
jamming strategies when an eavesdropper is randomly located;
thus its location or the CSI is not available at the transmitter.
First, we formulated the optimization problem of maximizing
the SINR of the intended user while constraining the SINR
of the eavesdropper, and we then solved it by utilizing the
CCP heuristic method. Then, we proposed a simpler ternary
scheme that is much less complicated and obtained its solution
by using TS. The numerical results verified that the ternary
scheme provides an excellent practical solution to enhancing
the secrecy performance without incurring a high computation
complexity. Moreover, by utilizing a continuous LED model,
the maximization of the average secrecy rate under the ternary
scheme was investigated. Our results render useful insight and
analytic tools that can be used to increase security in VLC
systems, and they provide a solid basis for further study.

APPENDIX A
DERIVATION OF THE LOWER BOUND ON SECRECY
CAPACITY
A. Secrecy Rate with the Joint Technique of Beamforming and
Jamming

A lower bound on the secrecy rate of (6) can be obtained
as follows

Cs = max (I(X;Yy) - I(X; YE))
Px.PJ

(@)
> I(X;Yy) - (X YE)

)
> I(X;Yy) - I(X; VE)

=h(Yy) - h(Yy|X) - h(Vg) + h(Ve|X) (33)

where h(-) denotes differential entropy and Vg = al DchEWX +
aIDChEvJ . (a) follows from dropping the maximization by
choosing a truncated Gaussian distribution on px and pjy,



and (b) follows from the data-processing inequality, i.e.,
Ye = g(Vg) = Vg + Ng. Firstly, we lower-bound h(Yy) by
using the entropy-power inequality as

h(Yy)

\%

%log (eZ]h(achl%WX) + eZ]h((lIDChEVJ) + eZIh(NU))
1
—log (27re (O’%(IZI%C(WTAW +vIAV)e? + 0_2))

2
(34)

where (34) follows from the facts that

h (achh[Tij) =log (|aIDChITJW|) + %10g (272’60’7%) + 7,

(35a)
h (achhng) = log (|a/IDChITJV|) + % log (27reo’%) + 1,

(35b)
h(Ny) = % log 2rea?. (35¢)

Then, we upper-bound h(Yy;|X) and h(Vg) as

h(Yy|X) = h (YU - alDChITJWX|X) -h (achhITJVJ + NU)

1
<3 log 2me (o-%wz[zDCVTAvgo + 0'2) (36)
h (VE) =h (Ckll)chEWX + achh};VJ)
1
< 7 log2ne (U%QZI%C(WTBW + VTBV)tp) (37

by using the differential entropy of Gaussian random variables
with variances Walr{aIDcthjvJ+NU} and War{alDChaX+
aIDChEVJ }, respectively. Lastly, we have

h(Vg|X) = h (VE - aIDChaX|X) —h (aIDchng)

1
3 log (Zﬂ'ea'zléCVTBVU'%) + 7. (38)

Plugging (34), (36), (37) and (38) into (33) yields the secrecy
rate for the joint technique in (9).

B. Secrecy Rate with the SISO channel

With the SISO transmission under the continuum model,
the received signals for Ry and Rg are given by

(39a)
(39b)

yu(t) = {uPp(0)x + ny,
Ye(t) = (ePp(rE)x + ng.

Then, a lower bound on the secrecy rate of (39) can be
obtained as follows

Cs = max (I(X; Yy) - I(X; YE))
(;) I(X; Yy) = I(X; YE)
=hYy) - h(Yy|X) - h(Yg) + h(Yg|X)

=h(Yy) - h(Ny) - h(Yg) + h(Ng) = h(Yy) — h(Ye)

b

(2) %log (eZ]h@U Po(0X) 4 eZIh(NU)) - %log 2rneVar{Yg}
1

=5 log (27re(a’%{,_2]P%(0)ez” + 0'2))

I
- 5 log (2xe(? 2 Ph(re)e + o)

_ L og [THEPEO + 0 o)
2\ R r e+ o?

where, similarly, (a) follows from dropping the maximiza-
tion by choosing a truncated Gaussian distribution on px,
and (b) follows by lower-bounding h(Yy;) using the entropy-
power inequality and upper-bounding h(Yg) using the differ-
ential entropy of a Gaussian random variable with variance
War{é’EPD(rE)x + I’LE}
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