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Abstract—This paper studies finding the secure path according
to the secrecy connectivity probability (SCP) in the multi-hop ad
hoc networks in the presence of inhomogeneous eavesdropper
clusters. We consider both random and fixed eavesdropper
clusters, where the former case assumes that there is no
knowledge of the locations of the clusters and the latter case
assumes that the locations of the clusters can be estimated
accurately. Firstly, we derive the end-to-end SCP to characterize
the secrecy performance of a given path in a general multi-hop
wireless network with half-duplex (HD) randomize-and-forward
relaying. Then we consider a full-duplex (FD) scheme at the
legitimate receiver, which receives the useful information while
broadcasting a jamming signal to the potential eavesdroppers to
further enhance the secrecy connectivity. Then, a novel secure
routing algorithm which can provide the maximum SCP for any
legitimate transmitter/receiver pair in a distributed manner is
proposed. The theoretical analysis is verified by Monte Carlo
simulation results. The results show that our secure routing
algorithm provides similar results compared to an exhaustive
search. For the random eavesdropper cluster case, the optimal
route is independent of the knowledge of the cluster, which is the
same as the homogeneous eavesdropper case. However, for the
case where eavesdropper clusters are fixed and their locations
are known a priori, the optimal path selection depends on the
radii and locations of the eavesdropper clusters and the average
number of eavesdroppers in each cluster.

Index Terms—Multi-hop ad hoc networks, Physical layer
security, stochastic geometry, full-duplex, routing algorithm

I. INTRODUCTION

A. Background

The concept of wireless ad hoc networks refers to the
network model where devices directly transmit information
signals to each other by utilizing point-to-point channels
without using centralized infrastructure. Furthermore, because
communications in wireless ad hoc networks frequently hap-
pen over unlicensed spectrum by utilizing existing short-
range wireless communications technologies, the interference
between cellular and ad hoc networks can be avoided [1].
Therefore, wireless ad hoc networks promise to serve as a
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potential technique for the wireless networks in many appli-
cations, such as 5G, public safety and military systems.

Traditional security has been focused on the higher layers
of communication networks, rather than the physical layer.
For data confidentiality, encryption is the primary scheme of
ensuring secrecy, which works well in most current systems.
However, in some emerging networking architectures, issues
of key management or computational complexity cause the
implementation of data encryption to be difficult [2], [3]. For
example, for ad hoc networks, with the number of devices
involved, information may be transmitted through many in-
termediate nodes from the source to the destination, which
increases the probability of losing a key [2]. Therefore, how to
protect the transmission security in ad hoc networks becomes
a crucial issue. In order to deal with this issue, physical
layer security (PLS) has been widely utilized for secure data
transmission by considering the physical properties of the
radio channel based on Shannon theory. For example, when
the capacity of the intended data transmission channel is larger
than that of the eavesdropping channel, the information can
be sent at a rate close to the secrecy capacity, which is the
difference between the data transmission channel capacity and
eavesdropping channel capacity, so that only the legitimate
receiver can successfully retrieve the information. In order
to enhance secrecy performance, many schemes have been
implemented, i.e., beamforming, buffer-added relay, artificial
noise and the full-duplex (FD) jamming, etc. However, from
the efficient implementation perspective, with the development
of FD antenna design, the FD jamming scheme has been
considered widely to improve the secrecy performance [4],
[5]. Therefore, this paper exploits the FD jamming relay to
further enhance the secrecy performance.

Furthermore, due to the passive nature of eavesdroppers,
the exact locations of eavesdroppers may not be obtained by
the legitimate node. In order to consider the uncertainty of
eavesdropper locations, in 2008, a powerful scheme to model
the randomly located eavesdroppers in large scale networks
was provided by [6], [7], in which the nodes may spread out
across the area, which is an analytically convenient and reason-
able assumption for homogeneously located nodes in wireless
networks. Mathematically, the assumption in that work is
that the node positions can be modeled as a homogeneous
(or stationary) Poisson point process (PPP). While the PPP
may be a good model for certain systems, it is highly likely
that the distribution of locations of nodes is not uniform, for
example, some users are either clustered or more regularly
distributed. Furthermore, even if the complete set of nodes
constitutes a PPP, the subset of active nodes may not be



homogeneously Poisson [8], [9]. Certainly, it is suitable that
sentries in a sensor network and simultaneous transmitters in
a wireless ad hoc network ( [10] and [11]) form more regular
processes to maximize coverage and spatial reuse, respectively.
Moreover, the clustered processes have been considered in
many academic papers [8]-[15]. For example, the clustering
of eavesdropper nodes may be due to geographical factors,
i.e., communicating users in a building or groups of nodes
moving in a coordinated fashion, which can be modeled
by geographical clustering. Therefore, this motivates us to
consider extending the rich set of results available for PPPs to
other node distributions, i.e., Poisson cluster process (PCP),
in the context of secure routing based on PLS.

B. Related Work

Based on information-theoretic security, recently, PLS in
cooperative relay networks has been investigated widely [4],
[14], [16]-[21]. In fact, cooperative networks not only enlarge
the coverage area of transmission, but also provide diversity
and coding gains for system performance improvement. The
relay nodes also act as friendly jammers to generate jam-
ming signals to destroy the channels of the eavesdroppers. In
[16], the proposed scheme enabled a relay selection scheme
to improve secrecy performance against eavesdroppers. The
authors in [17] enhanced the security performance between
the transmitter and receiver by using multiple cooperating
relays, which employ amplify-and-forward (AF), decode-and-
forward (DF), and cooperative jamming (CJ). The authors in
[18] investigated the optimal location of the relay to achieve
secrecy connectivity for DF and randomize-and-forward (RaF)
relaying scenarios. In [14], the diversity orders and intercept
probability expressions of optimal AF and DF relay selection
were obtained. Furthermore, a multiple-input multiple-output
(MIMO) technique was considered in the context of secure
communications in [19] and [20], which further increases se-
crecy capacity and improves the reliability of the system. The
authors in [21] considered the secure transmission in buffer-
aided DF relay networks with the max-ratio relay selection.
The full-duplex jamming relay was provided to enhance the
secrecy outage probability in [4].

However, these papers considered a small number of nodes,
and assumed that the channel state information (CSI) and/or
exact locations of eavesdroppers are available at the legiti-
mate node. It is not realistic to know the exact locations of
eavesdroppers in practice. Therefore, the impacts of random
eavesdroppers’ locations on the system security have been
studied [22]-[28]. Location distributions of passive eavesdrop-
pers can be described accurately by utilizing the Poisson point
process (PPP) or binomial point process (BPP), therefore, [22]
modeled the locations of transmitters and eavesdroppers as two
independent two-dimensional PPPs, and studied the secrecy
capacity in mobile communication networks. Then, MIMO
with a beamforming transmission scheme was utilized in [23],
[24] to enhance the security of the system. To further enhance
the system security, the artificial noise was exploited against
randomly distributed eavesdroppers in [25], [26]. Beamform-
ing was also implemented to improve the secrecy performance

in visible light communications in [29], [30]. However, the
complexity of the implementation is significantly increased
by utilizing multiple transmitters/antennas with beamforming.
Thus, in [27], [28], the transmit antenna selection scheme was
considered as an alternative to beamforming technology, which
not only improves the secrecy performance, but also enhances
the system reliability.

Most of the literature, however, focuses on the two hop
scenario, leaving the design of secure routing in ad hoc
networks as an open question. Although there exist some
works on secure routing, such as [31], [32], some challenges or
shortcomings still need to be addressed. For example, the CSI
and exact locations of the eavesdroppers can be obtained at the
legitimate nodes, which is usually impractical, was assumed
in [31]. Therefore, [32] investigated the secure routing scheme
in ad hoc networks with a homogeneous eavesdropper spatial
location. Their results point to the intuitively satisfying (and
somewhat obvious) conclusion that the routing path following
the straight line between the legitimate source and destination
is always optimal. However, as [8]-[10] mentioned that the
location of node is not completely uniformly distributed.
Therefore, for clustered eavesdropper scenario, finding the op-
timal path that maximizes the secrecy connectivity probability
(SCP) is still an open problem. Therefore, a secure routing
algorithm based on the SCP in wireless ad hoc networks with
inhomogeneous (both random and fixed location) eavesdropper
clusters will be proposed in this work. Moreover, the proposed
secure routing algorithm can be easily utilized in public safety
and military applications when some areas are potentially
unsafe. Furthermore, full-duplex (FD) scheme is an attractive
alternative to enhance the security in PLS because the self-
interference can be cancelled to achieve the noise floor by
utilizing the recent signal processing and antenna design
methods [33]. Thus, to improve secrecy connectivity, the FD
scheme at the receiver will be considered in our work. The
contributions of the paper are as follows:

o We derive the exact expressions and lower bound of SCP
for half-duplex (HD) legitimate receivers based on the
RaF scheme for a given path in the presence of multiple
inhomogeneous (both random and fixed) eavesdropper
clusters.

« We propose an FD scheme at the legitimate receivers to
enhance the SCP and obtain the exact expressions for the
SCP.

« We propose a secure routing algorithm by using two
approximate metrics to find the sub-optimal route from
the source to the destination in a distributed way.

o We verify the theoretical analysis and illustrate the pro-
posed secure routing algorithm by utilizing Monte Carlo
simulations and numerical results. The results give useful
insight for designing practical secure ad hoc networks
based on different system parameters.

The rest of this paper is organized as follows. In Section II,
we provide the system model and problem formulation. Then
we analyze SCP for a given path with random eavesdropper
clusters in Section III. Section IV analyzes the SCP by using
HD and FD forwarding schemes at the legitimate receiver for
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Figure 1. The wireless ad hoc networks in the presence of inhomo-
geneous eavesdropper clusters.

a given path with fixed eavesdropper clusters, respectively. In
Section V, we propose the secure routing algorithm to select
optimal path having the maximum SCP for different scenarios.
Then, numerical simulations are provided to verify the analysis
in Section VI. Finally, Section VII concludes the paper. The
notation and symbols mentioned in the work are listed in Table
L.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

In this section, we focus on a secure transmission between
the source (Uy) and the destination (Uy1) by utilizing a
number of trusted RaF! relays (U;, i € (1,2,...,N)) so
that the combination of two received signal cannot help to
recover the secure message if the signal in each hop is
irrecoverable [34] (see Fig. 1). To be specific, we assume
the source, relay?> and EDs are equipped with HD antennas
so that they cannot transmit and receive simultaneously. Fur-
thermore, the worse case scenario where the spatial locations
of eavesdroppers change independently for every time slot
t, t € (t = 0,1,...,N) and all of the eavesdroppers can

IRaF strategy requires that the source and the relays utilize different
codebooks with independent randomness, and the source (relay) uses the well-
known Wyner wiretap code at different transmission time slots.

2In order to enhance SCP, in the Section IV, we consider an FD receiver,
which means the receiver simultaneously receives the useful information and
sends a jamming signal to disrupt eavesdropping signal.

share the eavesdropping information, which is termed the
colluding scenario, is considered.

Without loss of generality, the locations of the source and
the destination are fixed. In our paper, we consider both
random and fixed eavesdropper clusters. For the former case,
the locations of eavesdroppers are modeled as a stationary and
isotropic Poisson cluster process (PCP) ®x on R2. Then we
assume the centers of eavesdropper clusters form a stationary
Poisson point process @ with intensity A and therefore the
intensity of the eavesdropper cluster process is Ag = A\¢Ng,
where Npg is the average number of the eavesdroppers in
the representative cluster. For the latter case, the locations of
eavesdropping clusters can be estimated as potentially unsafe
areas. The exact method of performing this estimation is
not explicitly considered here. Then we consider the case
where eavesdropper locations are modeled as a stationary
and isotropic Poisson process ®c, in K clusters with radii
Re, (k€ (1,2,..., K)) and average numbers of eavesdroppers
Ne, (K € (1,2,..,K)). In other words, cluster centres
of eavesdroppers are fixed, but eavesdropper numbers and
positions within these clusters follow a uniform distribution
in a circle with radius R, therefore, the density function can
be obtained by

L if
flwy={ 5

In this paper, we assume all wireless channels undergo path
loss and independent Rayleigh fading channels, which is given
by h;; = pijd;ja/ ?, where d;; and o denote the distance
between node ¢ and j, and the pathloss exponent, respectively.
The channel coefficient p;; is a complex Gaussian random
variable with unit variance. Thus, the corresponding channel
gains |h;;|? are exponentially independently distributed with
mean J;;, and the average channel power is defined as
Aij = E[[hi;[*] = di;.

| ze <R,
otherwise.

ey

B. Secrecy Connectivity Probability

Firstly, the SCP of wireless wiretap system with RaF relays
in the presence of random eavesdropper clusters is derived
in this subsection. We assume that the CSI between the
source and relays are known by each other and the signal
transmission is achieved by using the time division multiple
access (TDMA)3. We suppose that the message = from node
U, can be received at the latter node U;; and ED. Thus, the
received signal at the U;; and ED are given by:

hii t

Yi,iv1(t) = @%()x(ﬂ + nit1(t), 2)
it
hie(t

i) = VPR a(t) 4 () 3

i,e
where Pp represents the transmit power of the transmitter,
and n;y; and n. denote the additive white Gaussian noise

3By using the TDMA protocol, the system delay is equivalent to the
number of the TDMA slots, which depends on the number of selected relay
nodes in the optimal path. For the machine type IoT system, devices may
directly attempt to access the same destination using the same resources, which
leads to a congestion problem. However, the issue of collision mitigation is
beyond of the scope of this paper.



(AWGN) with variance 072; at nodes U, and ED, respectively.
For notational convenience, the time index ¢ is ignored below
unless otherwise noted necessary. Then the capacity of U; 1
and the total capacity of the eavesdropper is given as:

PB|h’L z+1|2>

2
d?1+1

Ciiv1 = log, (1 + 4

C»LE—lOgQ 1+ Z (PB'hze ) . (5)

ecdp

Note that in (5), since we consider the colluding eavesdroppers
as the worst case scenario from the secrecy point of view,
all signals received by the eavesdropper will be combined.
Furthermore, we assume the spatial locations of eavesdroppers
vary independently at every time slot and we consider the RaF
relay scenario, therefore, the SCP is defined as [34]

N
P = HP(Ci,i+l —Ci,g > 0)
=1
N 2 ,—«
[hi,it1l7d; 7y
U RS
il;ll]P e% (Ihiel2d; ) ”
=TE (6)

for random eavesdropper cluster,

|hi,i+1|2d;?+1
h K —a
i=1 > 2 (lhi,epdi)e)

k=le€dc,
for fixed eavesdropper cluster.

>1

III. SCP FOR A GIVEN PATH WITH RANDOM
EAVESDROPPER CLUSTERS

In this section, we consider the random eavesdropper clus-
ters scenario, where the eavesdroppers are randomly dis-
tributed in the infinite area based on a PCP with intensity
function Ag. Thus, the SCP between U; and U, is given by

i1 2di 2y

> (lhiel?d; )
ecdp
= E b, el dl gd?L+1
ecdp H e
ecdp
(2) —t
2 R dicdlivie™t gt
ecdp H /
ecdp
1
= ]E _
e€dp eg 1 + d’L z+1d ,:

® exp | —Ac / 1-M / Lj_ dze dz.
R2 R2 1+d1 1+1d,ea
@)

where we let ¢t = |h; .|* and the probability density function
(PDF) of tis e~ in (a), and (b) holds for Neyman-Scott clus-
ter process by utilizing the probability generating functional
(PGF) [35] and

2

M(z) = exp(=Ng(1 - 2)) ®)

when the number of eavesdroppers in the representative cluster
is Poisson distributed with mean Ng. It is impossible to derive

a closed-form expression of (7), but we can get a lower bound
on (7), which is given by Lemma 1.

Lemma 1: The SCP between any two legitimate nodes with
random eavesdropper clusters is lower bounded by

d2 .
(G) > o 4,141
P, > exp ( TAE 7sinc(2/a)> . 9)
Proof: More detail in Appendix A. [ ]

Remark 1: For given d;;4+1, the SCP for the random
eavesdropper clusters case is related to the intensity of eaves-
droppers \g and the path loss exponent c. It can be obviously
shown that the SCP of PCPs can be higher than that of PPPs
(9) with the same intensity of eavesdroppers. More details of
effects of these parameters on system performance are given
in Section VI

Substituting (9) into (6), the lower bound on the SCP can
be obtained as

N-—-1 o
7T)\E Z di,i+1
=0

P, > =0
= exp sinc(2/«)

(10)

In the same scenarios, we may have the knowledge of the
eavesdropping cluster, i.e., the potentially unsafe areas. In the
next section, we will investigate this case.

IV. SCP FOR A GIVEN PATH WITH FIXED EAVESDROPPER
CLUSTERS

Due to geographical limitations, the inhomogeneously dis-
tributed eavesdroppers can be modelled by using geographical
clustering [10], for example, eavesdroppers are in a building or
groups of nodes moving in a coordinated fashion. Furthermore,
some areas can be easily distinguished as potentially unsafe
areas?, therefore, we can estimate the location and radius of
clusters and the number of clusters as well as the average
number of eavesdroppers per cluster. The question of how to
calculate the SCP with the partial knowledge of eavesdropper
locations is the focus of this section. Specifically, we study a
practical scenario based on the characteristics of the SCP with
the knowledge of eavesdroppers’ cluster.

A. The SCP based on HD Receiver

Since the locations and radii of eavesdropper’s cluster are
known, the SCP between U; and U;y; for HD receiver
is given by (11) at the top of the next page, where (a)
holds by using the PGF lemma proposed in [35], d;. =
\/d?’k + 72 — 2cos(0)rd; . and d; j, denotes the distance be-
tween the U; and the center of cluster K. Eq. (11) can be
calculated by using standard numerical integration techniques
for given sets of parameters. For the case when a = 2, the
exact result can be simplified to be (12) at the top of the next
page.

Remark 2: For fixed d; ;41, the SCP depends on the average
number of eavesdroppers in each representative cluster, but
also the related information of each cluster, i.e. the radius and

4For example, we can easily find the location of commercial rivals or
uncertain area with a high floating population.
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location. These parameters can be considered for the optimal
path selection when determining the best configuration for
achieving a SCP. More details about the trade-off between
these parameters on security performance is provided in Sec-
tion VL

Finally, substituting (11) into (6), the end-to-end SCP for
HD receiver is given by

N
PUD T P,

=1

13)

B. The SCP Enhancement by Using FD Receiver

In this subsection, in order to enhance the SCP, we consider
an FD receiver which not only receives the signal, but also
generates the jamming signal to the eavesdropper. We assume
that the residual self-interference (SI) can be reduced to noise
floor by using the SI cancellation scheme in [36]°. Then the
SCP with the FD receiver between U; and U;, 1 is given by®
(14) at the top of the next page, where in (a) we let

dz 7,+1 |h
Yo |hl+1 €| d1+1 e +1

and the PDF of 1 is
e” v (UQ + QI 4 1)
fol) = 5
(T + Q)
(b) holds by the PGF lemma, ¥ = df'; . d; ", Q = ¢, d; ) .
and ¢, denotes the jamming-to-noise power ratio. Fig. 2 gives

the distance between U;, U;;1 and Ej . by using the law of
cosines, which are given as

=

5The detail of SI cancellation for FD implementation is beyond the scope
of this paper. More related details can be found at [36] and references therein.

SNote that the only difference between HD and FD is that the interference
has to be received at the eavesdroppers, which is shown in the denominator
of first line in (14).

die = \/dfk + 72 — 2cos(0)rd; i

di.t,.l,e = \/d?+1 P r2 — 2005(6 + Gc)Tdi+1,k

6. = arccos < >

where d; 1 j denotes the distance between U, and the center
of cluster K. Note that (14) can be evaluated for given sets of
parameters by using standard numerical integration techniques
or software. Meanwhile, according to [37], e”E;(x) can be
bounded by elementary functions as follows:

dzk + d7,+1 k—di i
2dz,kdz+l,k

(@) 1

L < e"Ei(z) <

z+1
where the equality of (a) holds when x >> 1. Therefore, for
(14), when the jamming power-to-noise ratio is small so that
Q is smaller than ¥ + 1, we can use the upper bound (a) of
(15) to get a lower bound on SCP, which converges to the HD
case given in (11). When the jamming power-to-noise ratio is
large, €2 is greater than ¥ + 1, the lower bound of (15) can
be utilized to derive the upper bound of SCP as

K
Pi<F> < H exp
k=1

if x>0

(15)

v

B ch /27r /Rck
0 0 QJF

3
7TRCk

Remark 3: The FD scheme will naturally lead to better
performance, and this is reflected mathematically in the upper
bound (15). Then for the FD scenario with fixed d; ; 11, the
SCP depends not only on the average number of eavesdroppers
N¢, in each representative cluster, but also on the related
information of each cluster, i.e. the radius and location.
Furthermore, the jamming power-to-noise ratio is also an
important parameter, which can affect the SCP.

According to (5), the end-to-end enhanced SCP for the FD
case can be given by

an

N
1T P,

i=1

P(F) _

In Section VI, we will give the simulation results to verify the
performance gain by using the FD receiver.
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Figure 2. The relationship of distance among the U;, U;41 and Ej,.

V. SECURE CONNECTIVITY ROUTING ALGORITHM

In the last Section, we provided the exact expressions of
the SCP with the cases of half and full-duplex receiver under
fixed eavesdropper clusters for a given path. According to the
above results, the secure routing problem which is related to
the optimal path selection to achieve the largest SCP from
the source to the destination by utilizing multiple relays will
be proposed in this section. Since we have the knowledge
of eavesdropper clusters, in order to reduce the probability
of eavesdropping, the relays located in eavesdropping clusters
will be ignored. Before providing the routing algorithm, we
give two simple metrics, which can be easily used to select
the sub-optimal path.

A. Two Metrics for Sub-Optimal Path Selection

1) The central approximation: When the average number of
eavesdroppers and the locations of clusters are known, we can
obtain a metric, which is termed the central approximation, to
find the sub-optimal path from the transmitter to the receiver
rather than the exact complex calculation of SCP. For the
central approximation case, we consider all possible eaves-
droppers located at the central point of their representative
cluster. In other words, the legitimate transmitter is assumed
to share an identical distance from all eavesdroppers, which are
located in the same cluster as in [32]. Then the approximation
of SCP between U; and U;;; with HD receiver is

K —a ja
d; Jdsiv
pO _ HeXp {_ch <“€+>
' k=1 dpdfi+1

. (18)

Remark 4: For given d; ;y1, the SCP for the central ap-
proximation scenario is related to the average number of
eavesdroppers and the locations of clusters. We can easily plug
this result in the routing algorithm, which will be presented
in the next subsection to find the sub-optimal path.

2) The Mean Approximation: For the mean approximation
case, we derive the SCP between any two legitimate nodes
with the mean of the sum SNRs of the eavesdroppers in the
same cluster. First, we rewrite (7) as

hiiv1dy 2

Pi(]w) - P
K
58]

k=1

>1

19)
> (hi,eIQdZS)]
ecdc,
and we can obtain the mean approximation of SCP by the
following lemma 2.

Lemma 2: The SCP between U; and U;;; with the mean
of the sum of SNRs for eavesdropperd is

2 K Ng 42 "
exp d;i ; 1 Tkln ﬁ a=2
v I;::l B2y 45w~ Ry, 7

P.(M> —
P = \ (B, —4i0)® B
(20
Proof: See Appendix B. [ ]

B. Routing Algorithm

Based on (6), we need to find the optimal route to achieve
the maximum SCP’, which can be formulated as

max P; 21)

Iesn .

where Spr represents the set of all potential routes from the
source to destination nodes. It is obviously demonstrated that
this maximization problem may solved by using exhaustive
search, however, this is a highly complex task. Therefore based
on Dijkstra’s algorithm, a novel route selection algorithm is
proposed, which will provide the largest SCP from a source
node to the destination node. For the random eavesdropper

"The proposed optimal route selection scheme can be achieved in a
centralized or decentralized way. In the centralized algorithm, all route
selections are made at a central node, while in the distributed algorithm, the
computation of routes is shared among the network users with information
exchanged between them as necessary. How to implement the centralized and
distributed routing algorithms is beyond the scope of this paper. More details
can be found in [38], [39].



Algorithm 1 The routing algorithm for fixed cluster eaves-
droppers scenario

Input: Network parameters setting [N¢, , Ry, d; i+1, d; 1 and
dit1,x];
Begin:

1: Substitute the initial parameters into (11), (14), (19)
and (20) to generate the adjacency SCP matrix (M €
RIN+2)x(N+2)y for four route selection cases;

2: Identify the source node (Uy) and the destination node
(Un+1) and set Uy as a permanent node;

3: Let all other users as the temporary nodes;

4: Search the temporary node with the largest SCP (M(1,n))
as U, by utilizing n = argmax(M(1,v)), where v denotes
the index vector of the temporary nodes;

5: Replace the SCP of temporary nodes by utilizing M(1, v)
= max(M(1,v), M(1,n) x M(n,v));

6: Let U,, as a permanent node, then move to Step 4;

7: When all temporary nodes are set as permanent nodes, the
searching is finished;
return [=*, P(Z")];

clusters scenario, by substituting (9) into (21), we obtain the
maximum SCP as
TAE ), d?,i+1

i€5y

(22)

max exp | —

Iesy sinc(2)

@

where the maximum SCP only depends on the distance be-
tween two legitimate nodes. Therefore, (22) is equivalent to

2
E d;it1

i€

a2, =
It is clear that the problem can be easily addressed by using the
classical shortest path selection algorithmg, i.e., Bellman-Ford
and Dijkstra’s algorithm.

For the fixed eavesdropper clusters, however, the optimal
route selection depends on many factors, e.g., the radius and
location of clusters, the average number of eavesdroppers, etc.,
which is different from the random eavesdropper clusters case.
Therefore, at the beginning, each legitimate user has to obtain
the distances between itself and all other legitimate nodes and
the center points of the clusters in the network and saves the
topology information, which includes the neighbor table, the
radius of clusters and the average number of eavesdroppers
in each cluster. Then by using the above analysis results (c.f.,
(11) and (14)) with topological knowledge, an adjacency SCP
matrix (M € RWFT2x(N+2)y can be obtained. Then we can
find the optimal route with the largest SCP by utilizing the
proposed routing Algorithm 1. It is clear that the compu-
tational complexity mainly depends on step 2 to 7, which
is almost equivalent to the classical Dijkstra algorithm [42].
Therefore, the proposed algorithm has the same complexity of

8The classical shortest path selection algorithm can be easily found in
the literature [40], [41], therefore, in our paper, we only focus on the routing
algorithm for the fixed eavesdropper clusters case.
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Figure 3. Theoretical v.s. numerical secrecy connectivity probabilities
for random eavesdropper clusters with a given path.

computation compared to Dijkstra’s algorithm O(N?), which
is much lower than the exhaustive search O((IV — 2)!) [43].

VI. SIMULATIONS

We give Monte Carlo (MC) simulation results to verify the
above analysis in this section. The noise variance 02 = 1
and the transmission-power-to-noise ratio P /o2 = 40 dB are
assumed, and the simulation results are given by averaging
over 10° independent trials. The pathloss exponent is o = 2
and 4. We study two scenarios: one is the random eavesdropper
clusters scenario and the other is the fixed eavesdropper clus-
ters scenario. We choose the exhaustive search as a comparison
benchmark to versify our proposed routing algorithm.

A. Secrecy Performance Results for A Given Path

We verify the SCP of a given multi-hop wireless networks
in this subsection. For example, the multi-hop networks with
legitimate nodes Uy ~ U; which are located at (-20, 0), (-15,
5), (-10, 0), (-5, -2.5), (0, 0), (5, 5), (10, 0) and (20, 0) are
investigated.

1) Random eavesdropper clusters: For random eavesdrop-
per clusters, we assume that all of the clusters have the same
radius and the average number of eavesdroppers. In Fig. 3, the
comparison of SCP between the exact and lower bound result
with different average number of eavesdroppers in each cluster
and density of the cluster, where o = 4, has been investigated.
Both theoretical and simulation results are provided, which
are match well. Moreover, we can see that the SCP increases
with the increasing of number of hops (relays), which is a
significant difference from DF relaying. The DF relays use
the same codeword at the source and relay nodes, therefore,
by increasing number of hops, the eavesdropper may catch
the same information from different hops, so that the SCP
will increase. In contrast, different codewords for RaF relaying
have been used at the transmitter nodes, so that the more hops,
the better the SCP when the locations of the relays are on the
optimal path.
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Figure 4. Theoretical v.s. numerical secrecy outage probabilities for
the fixed eavesdropper clusters with a given path.

2) Fixed eavesdropper clusters: We assume the locations
of eavesdropping clusters can be estimated at (-10, -30), (10
-30) and (0, 20) with the same radius 10 m for each cluster.
Fig. 4 verifies the secrecy connectivity probabilities for a given
path versus the different average number of eavesdroppers. The
theoretical and simulation results are match well. Moreover,
we can see that the SCP increases when the number of relay
nodes increases for both &« = 2 and 4, due to the use of
RaF relaying. Furthermore, the SCP decreases when the path
loss exponent increases. Physically, this result shows that
cluttered environments showing high propagation losses are
more beneficial for security the same as in [28].

In order to improve the SCP, the FD receiver has been
considered. In Fig. 5, the comparison of the SCP between
the HD and FD receivers for different path loss exponents
and jamming-power-to-noise ratios (P;/02), where N¢, =
N¢, = Ng, = 3, have been studied. It is clearly shown
that compared to the HD receiver, the SCP with the FD
receiver will increase when the jamming-power-to-noise ratio
increases. Furthermore, in the cluttered environments, i.e.,
a = 4, more energy in the jamming signal will be required
than for free space (o = 2) to achieve a certain SCP.

B. Performance of Path Selection

We consider a multi-hop wireless network where the relay
nodes (Ng = 20) are uniformly located® in a 100 x 100 m?
square area in this subsection. The locations of source and
destination are (-50, 0) and (50, 0), respectively. Moreover,
the locations of four eavesdropper clusters (C7, C2, C5 and
Cy) are fixed at (-30, -30), (-20 30), (10 -15) and (30, -5) with
different radii (R¢, = 20 m, R¢, = 10 m, R¢, = 10 m and
RC4 =5 m)

In Fig. 6, the comparison of the secure path for the different
selected metrics in a snapshot of the network are given, where
o =4and N¢, = N¢, = N¢, = N¢, = 1. Itis clear from these
results that the proposed exact route (c.f. (11)), the central

9We have chosen randomly the locations of relays, but then fixed these
for the duration of the simulation study as a snapshot.
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Figure 5. The comparison of SCP between HD and FD receiver
for different jamming power-to-noise ratios, where N¢, = N¢, =
N¢, = 3.

Table 11
THE COMPARISON OF END-TO-END SCP FOR THE DIFFERENT SELECTED
METRICS.
No, =102 [ N, =10 " [ Ng, =1
Exhaustive search 0.9741 0.7679 0.0708
Exact 0.9738 0.7670 0.0705
Central app. 0.9739 0.7672 0.0706
Mean app. 0.9699 0.7370 0.0473
50
40 o ® L3 1

y (m)

% O SandDnodes
20 #  Relay nodes
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20 QO Exhaustive Search
C1 o * Exact
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50 © A i Mean App
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Figure 6. The comparison of the secrecy path for the different selected
metrics in a snapshot of the network, where a = 4 and N¢, = N¢,
= N¢, = N¢, = 1.

approximation route (c.f. (20)) and the mean approximation
route (c.f. (19)) are close to the benchmark route. We also give
Table II to compare the end-to-end SCP for different cases. It
is shown that the SCP of the proposed schemes are similar
with the exhaustive search.

Fig. 7 shows the effect of different average numbers of
eavesdroppers for the optimal route in a snapshot of the
network, where o = 4. Again, the theoretical results gen-
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Figure 7. The effect of different average numbers eavesdroppers on
the optimal route in a snapshot of the network, where o = 4.
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Figure 8. The effect of different estimated error ratio for optimal route
in a snapshot of the network, where o = 4.

erated by (11) are matched to the MC simulation results.
Furthermore, if let No, = N¢, = N¢g, = 1, it is shown
that the optimal path changes when the N¢, increases from
1 to 5, because the distant node needs to be selected to avoid
being eavesdropped. By doing so, when we can estimate the
locations and radii of the eavesdropper clusters and the average
number of eavesdroppers, an optimal path can be designed to
obtain the largest SCP.

In fact, the area of the eavesdropping cluster may be easily
measured, due to the geographical limitations (i.e., in the
specified building or area). However, the average number of
eavesdroppers is normally difficult to be estimated accurately.
Therefore, we give an example to discuss how the estimated
error of the average number of eavesdroppers affects secrecy
connectivity performance. Here, we only give the theoretical
results of SCP, because the complexity of computation of the
exhaustive search is high. Fig. 8 provides the selected path
changes for a snapshot of the network, where 100 relays are

0.94

SCP

0.8 | | | |
102 107 10° 10t 10? 10°
Estimated Error Ratio

Figure 9. The SCP v.s. the estimated error ratio.

uniformly located at 100 x 100 m? square area according

to different estimated error ratios. We assume the accurate
average number of eavesdroppers in cluster 3 (Cs3) is N¢o, =1
with the radius (R¢c, = 10 m), and fix the average numbers
of cluster 1 and 2, which are the same (N¢, = N¢g, = 0.1)
and the radius of C'; and C5 as 20 and 10 m, respectively. We
define the estimated error ratio as
NEY

(="C_

@24
NS

where NéA) and NéE) denote the accurate and estimated
average number of eavesdroppers in the cluster, respectively.
It is shown that when the estimated error ratio is small,
ie., ¢ = 0.01, which means the number of eavesdroppers
is estimated to be high, the selected path is far away from
cluster 3. In contrast, when the estimated error ratio is large,
the selected path is close to cluster 3. In order to give a
clear comparison of the effects on SCP, we provide Fig. 9,
which shows how the estimated error of the average number
of eavesdroppers affects the SCP. It is clearly shown that when
the estimated average number of eavesdroppers is the same as
the accurate average number of eavesdroppers (( = 1), we can
achieve the maximum SCP, otherwise, the SCP decreases.

VII. CONCLUSION

This work studied optimal secure routing based on the
SCP in multi-hop ad hoc networks with RaF relaying in the
presence of inhomogeneous eavesdropper clusters. Both fixed
and random locations of the eavesdropper clusters have been
investigated. Furthermore, the end-to-end SCP for any given
path in general multi-hop wireless networks with HD RaF re-
lays has been derived. An FD scheme at the legitimate receiver
has been utilized to further enhance the secrecy connectivity.
Moreover, a novel secure routing algorithm has been proposed,
which can achieve the maximum SCP between legitimate
transmitter and receiver in a distributed manner. Finally, we
used MC simulations to verify the derived theoretical results.
According to the simulations, for the random eavesdropper
clusters case, the optimal route selection is independent from



the locations of the cluster, which is the same as the homoge-
neous eavesdropper case. However, for the fixed eavesdropper
clusters case the analysis shown that the optimal route relates
on the locations and radii of eavesdropper clusters and the
average number of eavesdroppers.

APPENDIX A - PROOF OF Lemma 1

According to (7), for the random clustered process, the SCP
is derived by

|hi,i+1|2d;?+1

P =p 1
co,i K
> Y (Jhael?dy) (25)
k:leE(I)ck
= exp [—)\0/ [1 —exp (—Ng& (dii+1,dik))] dze
R2
where
f(di i1, d; k) = / % dxe (26)
’ ’ R2 1+dzl+1d;3
and dy,g, = /d7; + 12— 2c0s(0)xcd; ). Then we can

obtain the lower bound of (25) as

R
. > exp |—AE 2§(di,¢+1,di,k) dz.
R

(b) ok
= exp —)\E/ ﬁ dzx
|: R2 di,i+1 + di,k C:|

(:C> exp (77r/\E

27

d?,i+1
sinc(2/a))
where (a) is the result of exp(—az) > 1 — az for a > 0; (b)
holds from changed of variables, interchanging integrals and
utilizing [ f(x)dz = 1; (c) denotes the SCP of Neyman-Scott
cluster processes is lower than the Poisson process of the same
intensity as given in [10]. This concludes the proof.

APPENDIX B - PROOF OF Lemma 2
2
> (Lsgfl ) and by
eeq:.ck i,e
using Campbell’s theorem, if ®¢, C R? is stationary, the sum
S is a R.V. with mean

According to (19), we define S =

E(S)
N 27 Rco
_ Ds / g r _drdo
mRe, Jo o Jo \/d? w + 72 —2rd;  cos(0)
’ 28
Ng, d?,k 28)
T%k In 7d?,k_R2Ck a=2,
B Ng, d7

> a=4.
3 (42 3 2
Re, (4 x—Re,)

Then, the CDF of |h; ;+1|% is F(x) = 1—exp(—z). Therefore,
we can obtain the SCP based on the mean approximation as
given in (20). This concludes the proof.
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