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Abstract—As the number of connected devices is exponentially
increasing, security in Internet of Things (IoT) networks presents
a major challenge. Accordingly, in this work we investigate the
secrecy performance of multihop IoT networks assuming that
each node is equipped with only two antennas, and can operate in
both Half-Duplex (HD) and Full-Duplex (FD) modes. Moreover,
we propose an FD Cooperative Jamming (CJ) scheme to provide
higher security against randomly located eavesdroppers, where
each information symbol is protected with two jamming signals
by its two neighbouring nodes, one of which is the FD receiver. We
demonstrate that under a total power constraint, the proposed
FD-CJ scheme significantly outperforms the conventional FD
Single Jamming (FD-SJ) approach, where only the receiving
node acts as a jammer, especially when the number of hops is
larger than two. Moreover, when the Channel State Information
(CSI) is available at the transmitter, and transmit beamforming
is applied, our results demonstrate that at low Signal-to-Noise
Ratio (SNR), higher secrecy performance is obtained if the
receiving node operates in HD and allocates both antennas for
data reception, leaving only a single jammer active; while at
high SNR, a significant secrecy enhancement can be achieved
with FD jamming. Our proposed FD-CJ scheme is found to
demonstrate a great resilience over multihop networks, as only
a marginal performance loss is experienced as the number of
hops increases. For each case, an integral closed-form expression
is derived for the secrecy outage probability, and verified by
Monte Carlo simulations.

Index Terms—IoT, Multihop, Cooperative jamming, Full-
duplex, Secrecy outage probability, Stochastic geometry

I. INTRODUCTION

THERE is no doubt that the Internet of Things (IoT) is
one of the biggest trends in today’s wireless technology,

where billions of connected devices are expected to be utilized
to enable smart cities [1]. The reason behind this massive
interest in IoT networks is due to the fact that these connected
devices can be used in a wide range of different applica-
tions, such as home automation, eHealth, environmental and
industrial applications, and Internet of Vehicles [2]. Depending
on the specific application, some of the data exchanged via
IoT devices can be highly sensitive and confidential, such as
personal data, financial information, etc, and given the fact that
these devices exchange their data through wireless channels,
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it becomes quite clear that the security aspect in IoT networks
is a challenge of great importance [3], [4].

To that end, Physical Layer Security (PLS) is considered
as a promising way to enhance security in IoT networks [5].
One of the main advantages of using PLS over conventional
encryption techniques, is that even if the eavesdropper has
powerful tools, a secure link can still be guaranteed [6].
Thanks to its simplicity and security enhancement, PLS has
been widely investigated in recent years, and in different
forms. For example, with multiple antenna systems, PLS can
be achieved by injecting the data with Artificial Noise (AN).
This is usually applied in downlink transmissions of cellular
networks where the Base Station (BS) is equipped with mul-
tiple antennas and has an accurate knowledge of the Channel
State Information (CSI) of legitimate users. Another way of
applying PLS is by assigning a single or multiple trusted
nodes to transmit jamming signals while a pair of source-
destination nodes exchange their data. Finally, the Full-Duplex
(FD) scheme was adopted for PLS enhancement where the
receiving node broadcasts a jamming signal while receiving
the data at the same time.

A. Related work

In [7], the authors adopted a stochastic geometry approach
to analyze the performance of FD Device-to-Device (D2D)
communications in multi-tier wireless networks with optimal
spectrum partition between D2D and cellular modes. The
authors in [8] analysed the achievable secrecy rate utilizing
FD relays under a total power constraint, and they showed that
FD relays can achieve a significant performance enhancement
over Half-Duplex (HD) relays. However, their work considered
only a single eavesdropper scenario, and was based on the
following assumptions: (a) there is no link between the source
and the eavesdropper, (b) the Self-Interference (SI) is perfectly
cancelled at the receiving node, and (c) global CSI is available.
The authors in [9] studied the secrecy performance of a
single-hop Multiple-Input Multiple-Output (MIMO) system
utilizing beamforming and AN techniques. In their work, they
assumed a Poisson Point Process (PPP) distribution for the
multi-antenna eavesdroppers, and all nodes operated in HD
mode. In addition, the authors in [10] proposed an AN-aided
transmission for a two-hop system with randomly located
eavesdroppers. In their work, it was assumed that the source,
relay, destination, and eavesdroppers are all equipped with
multiple antennas and work in HD mode. The authors in
[11] considered a two-hop system where the HD source and
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destination communicate via an FD relay in the presence of
randomly located eavesdroppers. The authors in [12] proposed
a joint user and FD relay selection to enhance the end-to-
end (e2e) secrecy performance in the presence of a single
eavesdropper. It was assumed in their work that no direct link
between the source and the eavesdropper exists. Moreover,
the authors in [13] analyzed the performance of a two-hop
system in the presence of a single eavesdropper, where the
multi-antenna source adopts an AN-aided precoding scheme
to enhance the secrecy rate. The authors in [14] studied
the secrecy performance of downlink transmission in cellular
networks, where the HD BSs, mobile users, and eavesdrop-
pers are all randomly distributed according to independent
PPPs. Furthermore, the authors in [15] investigated finding
a secure path over Randomize-and-Forward (RaF) relaying in
a multihop ad hoc network in the presence of inhomogeneous
eavesdropper clusters; while the authors in [16] carried out
a secrecy rate optimization for FD multihop systems in the
presence of a single jammer and a single eavesdropper. The
authors in [17] analyzed the secrecy performance of modify-
and-forward relaying, and they proposed three relay-selection
criteria subject to the availability of CSI. In addition, the au-
thors in [18] proposed optimal and suboptimal relay-selection
schemes for an FD multi-hops network, to enable secure com-
munication between multiple source-destination pairs under
multiple eavesdropper attacks. The authors in [19] investigated
the secrecy performance of FD relaying in a two-hop system
with a single eavesdropper. Their work demonstrated that FD
jamming can provide a significant performance improvement
compared to an HD scheme. The authors in [20] analyzed the
performance of downlink transmission with randomly located
eavesdroppers, where the BS employs antenna-selection to
enhance the secrecy performance. Furthermore, the authors
in [21] studied the trade-off between throughput and security
in decentralized wireless networks, and they found that to
achieve high network security, a significant sacrifice in the
throughput must be made. The authors in [22] adopted a
stochastic geometry approach to study the secrecy performance
in large cellular networks, where the positions of both BSs and
mobile users are modelled according to two different PPPs.
The authors in [23] studied the enhancement of a system’s
security by means of Cooperative Jamming (CJ) and power
optimization. However, in their work they assumed that all
nodes work in HD mode, and global CSI is available, including
that of the eavesdroppers. The authors in [24] studied joint
relay and jammer selection in two-way relay systems, where
all nodes work in HD mode and a single eavesdropper case
was assumed. The authors in [25] proposed a CJ scheme for
a two-hop, multi-antenna relay network in the presence of
a single eavesdropper, where the source, relay, destination,
and eavesdropper all operate in HD mode. Moreover, in [26],
the authors investigated the secrecy performance of a three-
hop relay system with CJ for IoT applications, where the
signal travels from the source to the destination through two
untrusted relays, and it was assumed that each node had a
single antenna and operated in HD mode. Their work was
further extended in [27] to include hardware impairments and
channel estimation errors. Finally, the authors in [28] proposed

a proactive eavesdropping scheme that utilized multi-antenna
FD spoofing relays and a single multi-antenna cooperative
jammer to covertly wiretap the communication between a pair
of suspicious users.

B. Motivation and contribution
Despite the interesting work found in the literature, there

are many challenges and/or assumptions that need to be
addressed. For example, most of the work assumes a two-hop
system [10]–[13], [19], [25], while in many real-life scenarios
the signal needs to go through multiple hops to reach the
destination. In addition, although utilizing multiple antennas
to perform AN-aided beamforming can dramatically improve
the performance, it adds much complexity and might not
be suitable to adopt in IoT networks for many reasons. For
example, to enable massive IoT networks, connected devices
must have low cost and low complexity [29], in addition, AN-
aided beamforming depends on the accuracy of CSI at the
transmitter, and given the fact that only limited feedback will
be available in IoT networks [5], this can result in poor secrecy
performance due to the low channel estimation accuracy,
which in return results in noise leakage to the legitimate
receiving node [30]–[32].

Motivated by the above, in this work we aim to investigate
and enhance secrecy performance in IoT networks. In par-
ticular, we propose a CJ scheme for multihops systems with
hybrid-duplex relays, where the source, (N − 1) relays and
destination are each equipped with two antennas, and can be
switched between HD and FD modes. Moreover, we assume
that the receiving node always has knowledge of the CSI, and
investigate the secrecy performance subject to the availability
of CSI at the transmitter side. Accordingly, we consider three
different scenarios: (a) no CSI is available at the transmitting
node, (b) CSI is available at the transmitter, and the receiver
works in FD mode, and (c) CSI is available at the transmitter,
and the receiver exploits both antennas for data reception. Our
main contributions can be summarized as follows

1) We propose a CJ scheme such that when the ith node Si,
is transmitting an information symbol, both the receiving
node Si+1, and node Si−1 act as jammers. In general,
nodes Si and Si−1 are used for data transmission and
jamming, respectively, and always operate in HD mode.
Moreover, when the CSI is not available at Si, it employs
only a single antenna to transmit the data, while the
receiving node Si+1, operates in FD mode and utilizes
both antennas to simultaneously receive the data and
broadcasts a jamming signal.

2) When the CSI is available at Si, a transmit beamform-
ing is performed utilizing both antennas, while at the
receiving end, there are two possible cases: (a) the
receiving node Si+1 operates in FD mode similar to
the first scenario, and (b) Si+1 operates in HD mode
and employs both antennas for data reception, leaving
Si−1 as the only jammer. Our results demonstrate that
under a total power constraint, case (b) provides better
performance at low Signal-to-Noise Ratio (SNR), while
the FD-CJ scheme with transmit beamforming in (a) is
shown to be the best choice at high SNR.
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3) For each case, we derive closed-form expressions for
the Probability Density Function (PDF) of the legitimate
link, and the Cumulative Distribution Function (CDF)
of the eavesdropper link. The final integral is solved
numerically yielding results which closely match the
Monte Carlo simulations. Our results demonstrate that
the proposed FD-CJ scheme, with or without transmit
beamforming, has a great advantage over the conven-
tional FD single jamming scheme in multihop networks,
as only a negligible performance degradation is experi-
enced as the number of hops increases.

To the best of the authors’ knowledge, the secrecy performance
of a multihop network with hybrid-duplex dual CJ relays
has not been investigated in any previously published work,
regardless of the availability of CSI of legitimate nodes and/or
eavesdroppers.
The rest of this paper is organized as follows. In Section II,
we introduce the system model and formulate the received
signals for each case. In Section III, we perform the secrecy
analysis for the proposed system. In Section IV, different
numerical results are presented along with their discussions.
Finally, conclusions are drawn in Section V.

Notations: matrices and vectors are denoted by boldface
upper and lower case letters, respectively. |a| represents the
absolute value of a, ‖a‖ is the Frobenius norm of vector
a, while a∗, aT , and aH are the conjugate, transpose, and
Hermitian transpose of the same vector, respectively. P(.)
and E(.) denote the probability and expectation operators,
respectively, and IN is the N ×N identity matrix.

II. SYSTEM MODEL

In our work, we consider a system with one source S0, one
destination SN , and N − 1 RaF1 relays (Si, i ∈ {1, 2, ..., N −
1}) as shown in Fig. 1. We assume that the source is located
at the origin of a 2−D plane, and the N − 1 relays and the
destination are located at fixed distances from the origin. All
nodes are equipped with two antennas, and can switch between
HD and FD modes according to the system’s needs as well
as the availability of CSI. In addition, the locations of the
independent (non-colluding) eavesdroppers are modelled as
a homogeneous PPP, ΦE , within a circle of radius R and
a density of λE . Throughout this work, we assume that all
eavesdroppers are passive and equipped with a single antenna.
Moreover, all channels between any two nodes i and j are
assumed to undergo both small and large scale fading, and can
be expressed as gi,j = hi,jd

−α/2
i,j , where hi,j is the small-scale,

independent and identically distributed (i.i.d.), Rayleigh fading
coefficient with zero mean and unit variance. In contrast,
d
−α/2
i,j is the large-scale fading, where d is the distance and α is

the path-loss exponent. Therefore, the channel gains expressed
as |gi,j |2 are independent and exponentially distributed random
variables with an average power of d−αi,j .

In this work, our main goal is to investigate and enhance
the secrecy performance of the e2e system for three different

1In the RaF relaying scheme, the well-known Wyner wiretap code is used
at different transmission time slots, such that each hop will employ different
codebooks with independent randomness.

Si+1Si-1 SiSo SN

Eavesdroppers

Fig. 1. System model with randomly located eavesdroppers.

cases: (a) when no CSI is available at the transmitter, (b) the
CSI is available at the transmitter and the receiver works in
FD mode, and (c) the CSI is available at the transmitter and
the receiver works in HD mode. For each of these cases, we
analyse the performance of the system in terms of the e2e
secrecy outage probability. In the following subsections, we
start with formulating the Signal-to-Interference plus Noise
Ratio (SINR) for each of the three aforementioned cases.

A. No CSI at the transmitter
In this case, we assume that the transmitter has no knowl-

edge about the CSI due to limited feedback. Therefore, the
transmitting node Si, which operates in HD mode, uses only
one antenna to transmit the signal, while the second antenna
remains idle. On the other hand, we assume that the receiving
node Si+1, works in FD mode and employs two antennas to
simultaneously receive the data and send a jamming signal.
Since only one antenna is employed at the transmitter and
the receiver to exchange the data, this scenario is referred to
as Single-Input Single-Output (SISO). The received signal at
Si+1 can be given as follows

ySISO
Si+1

=

√
Pthi+1,i

d
α/2
i+1,i

xi +
√
Pj1hi+1,i+1xj1 + zi+1, (1)

where xi and xj1 are the transmitted information and jamming
signals, respectively, with E{|xk|2} = 1 (k ∈ {i, j1}), Pt and
Pj1 are the total transmit and jamming powers, respectively,
and zi+1 is the Additive White Gaussian Noise (AWGN) at the
receiver with zero mean and variance of σ2. Accordingly, and
in the interference-limited scenario, the Signal-to-Interference
Ratio (SIR) at the receiving node γSISO

Si+1
, can be given as

follows

γSISO
Si+1

=

Pt|hi+1,i|2

dαi+1,i

Pj1 |hi+1,i+1|2 + σ2
≈

Pt|hi+1,i|2

dαi+1,i

γSI
, (2)

where γSI is the residual self-interference power after apply-
ing self-interference cancellation techniques.

To provide a better protection for the transmitted data, we
propose a CJ between the nodes. However, during the first hop
(n = 1), only a single jammer (S1) will be active, while for
all subsequent hops, two nodes will be transmitting jamming
signals to enhance the secrecy performance2. Specifically,

2We assume in this work that due to the path loss and shadowing, the
receiving node can only be affected by signals transmitted from adjacent
nodes [33]. Therefore, the received signal at the legitimate node in (1) will
not be affected by the second jammer, since nodes Si+1 and Si−1 are not
neighbouring nodes.
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assume that for the nth hop (n ∈ {2, 3, ..., N}), Si (i = n−1)
will transmit the information symbol, while both adjacent
nodes Si+1 and Si−1, will be used for jamming purposes.
However, and unlike the receiving node, Si−1 operates in
HD mode3. The received signal at the eavesdropper can be
expressed as

ySISO
e,i = $

√
Pj2he,i−1

d
α/2
e,i−1

xj2 +

√
Pthe,i

d
α/2
e,i

xi +

√
Pj1he,i+1

d
α/2
e,i+1

xj1 + ze,

(3)
where xj2 is the second jamming signal with E{|xj2 |2} = 1,
Pj2 is the transmit jamming power at Si−1, ze is the AWGN
at the eavesdropper with zero mean and variance of σ2, and

$ =

{
0, if n = 1 (i.e. the first hop)
1, otherwise.

(4)

Therefore, and considering the interference limited case, the
maximum SIR at any eavesdropper, i.e. the worst-case scenario
for the legitimate receiver, can be given as follows

γSISO
e,i = max

e∈ΦE

 Pt|he,i|2
dαe,i

$
Pj2 |he,i−1|2

dαe,i−1
+

Pj1 |he,i+1|2
dαe,i+1

 . (5)

B. CSI available at the transmitter with FD receiver

When the CSI is available at the transmitter, it can utilize
both antennas for data transmission through transmit beam-
forming. This case is known as Multiple-Input Single-Output
(MISO), since at the receiving node, and similar to the SISO
case, the two antennas will be utilized to simultaneously
receive the data and broadcast a jamming signal. Therefore, the
received signal at the legitimate node can be given as follows

yMISO
Si+1

=

√
Pth

T
i+1,iw0

d
α/2
i+1,i

xi +
√
Pj1hi+1,i+1xj1 + zi+1, (6)

where hi+1,i = [h
[1]
i+1,i, h

[2]
i+1,i]

T is the channel vector
between the two transmitting antennas at Si, and the receiving
antenna at Si+1, w0 ∈ C2×1 is the Maximum Ratio Trans-
mission (MRT) precoding vector, and can be defined as

w0 =
h∗i+1,i

‖hi+1,i‖
, (7)

and the SIR at the legitimate node can be given as follows

γMISO
Si+1

=

Pt
dαi+1,i

|hTi+1,iw0|2

γSI
. (8)

In contrast, the received signal at the eavesdropper for the
MISO case can be expressed as follows

yMISO
e,i = $

√
Pj2he,i−1

d
α/2
e,i−1

xj2+

√
Pth

T
e,iw0

d
α/2
e,i

xi+

√
Pj1he,i+1

d
α/2
e,i+1

xj1+ze,

(9)
where he,i = [h

[1]
e,i, h

[2]
e,i]

T is the channel vector between
the two transmitting antennas at Si and the eavesdropper. It

3Note that for higher data rates, a different transmission protocol can
be adopted where Si−1 operates in FD mode to receive the subsequent
information symbol from Si−2, ∀i ∈ {2, ..., N − 1}. However, here we
focus on the e2e secrecy outage probability of a single information symbol
which is irrelevant to the two different transmission protocols.

should be noted that Si−1 uses only one antenna to send
the jamming signal, while the second antenna remains idle.
Moreover, and considering the worst-case scenario, the SIR at
the eavesdropper for the MISO case can be given as

γMISO
e,i = max

e∈ΦE

 Pt|hTe,iw0|2

dαe,i

$
Pj2 |he,i−1|2

dαe,i−1
+

Pj1 |he,i+1|2
dαe,i+1

 . (10)

C. CSI is available at the transmitter with HD receiver

When the receiver works in HD mode, MIMO diversity
can be obtained by means of transmit/receive beamforming
over the maximum eigenvalue. In particular, the Singular
Value Decomposition (SVD) of the channel matrix between
the transmit and receiving nodes, Hi+1,i ∈ C2×2, can be
expressed as follows

Hi+1,i = Ui+1,iDi+1,iVi+1,i, (11)

where Di+1,i ∈ R2×2 is a diagonal matrix with real and non-
negative singular values, Ui+1,i ∈ C2×2 and Vi+1,i ∈ C2×2

are the unitary matrices of the corresponding receive and
transmit singular vectors, respectively. Moreover, since we are
dealing with a 2×2 system, there are two singular values in the
diagonal of Di+1,i, λ1 and λ2, with λ1 > λ2. Therefore, the
corresponding transmit and receive weight vectors are the first
columns of Vi+1,i and Ui+1,i, respectively. The combined
signal at Si+1 can be given as follows

yMIMO
Si+1

=

√
Ptu

T
maxHi+1,ivmax

d
α/2
i+1,i

xi + uTmaxzi+1, (12)

where vmax and umax are the unit-norm transmit beamform-
ing and receive combining vectors, respectively, and zi+1 is a
2×1 AWGN vector with E{zi+1z

H
i+1} = σ2I2. The maximum

output SNR at the receiving node can be given as follows [34]

γMIMO
Si+1

=

Pt
dαi+1,i

σ2
Λmax, (13)

where Λmax is the maximum eigenvalue of the cross-
correlation channel matrix Hi+1,iH

H
i+1,i, and it is equal to

the square of the maximum singular value of Hi+1,i, i.e.
Λmax = λ21.

At the eavesdropper, the received signal can be given as
follows

yMIMO
e,i = $

√
Pj2he,i−1

d
α/2
e,i−1

xj2 +

√
Pth

T
e,ivmax

d
α/2
e,i

xi + ze, (14)

and the correspondent maximum SINR can be expressed as

γMIMO
e,i = max

e∈ΦE

 Pt|hTe,ivmax|
2

dαe,i

$
Pj2 |he,i−1|2

dαe,i−1
+ σ2

 . (15)

III. SECRECY OUTAGE PROBABILITY ANALYSIS

In this section, we investigate the secrecy performance
between nodes Si and Si+1 (i ∈ {0, 1, ..., N − 1}), for the
three different cases introduced in Section II in terms of the
secrecy outage probability, which can be defined as follows

P εso(n)
= P(Rεn < Rs), (16)
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where ε ∈ {SISO,MISO,MIMO}, Rs is a pre-defined target
secrecy rate, and Rn is the secrecy rate of the nth hop, and
can be expressed as

Rεn =
[
log2(1 + γεSi+1

)− log2(1 + γεe,i)
]+
. (17)

where [x]
+

= max(0, x). To simplify the analysis, and over a
high SNR regime, the secrecy outage probability for the nth
hop can be approximated to

P εso(n)
u P

(γεSi+1

γεe,i
< β

)
, (18)

where β = 2Rs . Moreover, for a system with N hops, the e2e
secrecy outage probability can be defined as follows

P εso(e2e) = 1− P εsc(e2e) = 1−
N∏
n=1

(
1− P εso(n)

)
, (19)

where P εsc(e2e) is the e2e secrecy connectivity probability. In
the following subsections, and for each of the three different
cases, we derive closed-form expressions for the PDF of the
legitimate link fεX(x), as well as the CDF of the eavesdrop-
per’s link F εW (w). Accordingly, the secrecy outage probability
in (18) can be expressed as follows

P εso(n)
= 1−

∫ ∞
0

fεX(x)F εW (
x

β
)dx, (20)

where the integral in (20) can be solved numerically using
software programs such as MATLAB.

A. Performance analysis of the SISO case

1) The legitimate link: Let G be the numerator of γSISO
Si+1

in

(2), i.e. G =
Pt|hi+1,i|2
dαi+1,i

, and since the channel gain follows
an exponential distribution, its PDF can be given as fG(g) =
dαi+1,i

Pt
e

−dαi+1,ig

Pt . Similarly, and by letting V = Pj1 |hi+1,i+1|2,

the PDF of the SI channel is fV (v) = 1
γSI

e
−v
γSI . Therefore,

and by letting X = G/V , the CDF of the SIR for the SISO
case can be given as

F
SISO

X (x) =

∫ ∞
0

∫ xv

0

fG(g)fV (v) dgdv =
dαi+1,iγSIx

dαi+1,iγSIx+ Pt
. (21)

Next, the PDF can be found by taking the derivative with
respect to x as follows

f
SISO

X (x) =
d

dx
F

SISO

X (x) =
γSId

α
i+1,iPt(

dαi+1,iγSIx+ Pt
)2 . (22)

2) The eavesdropper link: The CDF of the eavesdropper
link γSISOe,i is given in (23) at the top of the next page, where
arcsinh(.) and arctanh(.) are the inverse hyperbolic sine and
inverse hyperbolic tangent functions, respectively.

Proof : see Appendix A.

B. Performance analysis of the MISO case

1) The legitimate link: The channel gain for the legitimate
link |hTi+1,iw0|2 follows a Gamma distribution with a shape
parameter of 2 (since we have 2 transmit antennas), and a scale
parameter of Pt

dαi+1,i
[35]. Therefore, the PDF of the numerator

of γMISO
Si+1

can be given as

fS(s) =

(
Pt

dαi+1,i

)−2

s e
−dαi+1,is

Pt . (24)

In addition, given that the self-interference channel has a PDF
of fV (v) = 1

γSI
e

−v
γSI , the CDF of γMISO

Si+1
can be expressed as

F
MISO

X (x) =

∫ ∞
0

∫ xv

0

fS(s)fV (v) dsdv

=
γ2
SId

2α
i+1,ix

2

γ2
SId

2α
i+1,ix

2 + 2γSIdαi+1,iPtx+ P 2
t

,

(25)

and the correspondant PDF can be found by taking the
derivative with respect to x as follows

f
MISO

X (x) =
d

dx
F

MISO

X (x) =
2d2α
i+1,iγ

2
SIPt x

(dαi+1,iγSIx+ Pt)3
. (26)

2) The eavesdropper link: The channel gain between Si
and the eavesdropper for the MISO case |hTe,iw0|2 follows an
exponential distribution with a scale parameter of Pt

dαi+1,i
[35].

Therefore, the CDF of the eavesdropper’s link for the MISO
case is exactly the same as that for the SISO case given in
(23), i.e. F

MISO

W (w) = F
SISO

W (w).

C. Performance analysis of the MIMO case

1) The legitimate link: : The PDF of the maximum eigen-
value Λmax for a 2× 2 system can be expressed as [36]

fΛmax(m) = e−m
(
m2Γ(1,m)− 2mΓ(2,m) + Γ(3,m)

)
, (27)

where Γ(k,m) is the incomplete gamma function defined as

Γ(k,m) =

∫ m

0

yk−1exp(−y) dy, (28)

accordingly, the PDF of the maximum output instantaneous
SNR at Si+1 can be given as

f
MIMO

X (x) =
1

γb
fΛmax

( x
γb

)
, (29)

where γb is the received SNR per branch at node Si+1 and is
equal to

Pt/d
α
i+1,i

σ2 .
2) CDF of the eavesdropper link: The CDF for the eaves-

dropper’s link for the first hop and subsequent hops is derived
in this section. However, it should be noted that the channel
gain between Si and the eavesdropper |hTe,ivmax|2 follows an
exponential distribution, as the channel distribution is invariant
under independent unitary transformation [37].

a) The first hop ($ = 0): In this case, there is no inter-
ference at the eavesdropper’s end, and the correspondent CDF
of γMIMO

e,i can be derived as (30) at the top of next page, where
the equality in (a) holds by applying the probability generating
functional (PGFL) for an homogeneous PPP distribution of
eavesdroppers [38], and (b) holds for α = 2.
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F
SISO

W (w|ΦE) =



exp

[
−λEπ

(Pj1w+Pt)3

(
d2
i+1,iPtPj1w(Pj1w − Pt) arcsinh

(
(Pj1w+Pt)

2R2+d2i+1,iPt(Pj1w−Pt)

2P
3/2
t

√
Pj1
√
wd2i+1,i

)
− (P 2

j1w
2 + Pj1Ptw)

×
√(

(R+ di+1,i)2Pt +R2wPj1

)(
(R− di+1,i)2Pt +R2wPj1

)
− d2

i+1,iPtPj1w(Pj1w − Pt)arcsinh
(

Pj1w−Pt
2
√
Pj1
√
Pt
√
w

)
+
(
P 2
j1R

2w2 + 2Pj1w
[
R2 +

d2i+1,i

2

]
Pt + P 2

t R
2
)(
Pj1w + Pt

))]
, $ = 0

exp

[
−λEπ√

Pt(PJw+Pt)4

(
P2
JPtd

2
i+1,iw

2(PJw+Pt)
3
2

2
arctanh

( (
(PJw+Pt)R

2−Ptd2i+1,i

√
Pt

)
√(

(R+di+1,i)2Pt+PJR
2w

)(
(R−di+1,i)2Pt+PJR

2w

)√
PJw+Pt

)

−2 arcsinh

(
(PJw+Pt)

2R2+d2i+1,iPt(PJw−Pt)

2P
3
2
t

√
PJ
√
wd2i+1,i

)
P

7
2
t PJd

2
i+1,iw − wPJ

(√
Ptw

2P 2
J + 3wPJP

3
2
t

+2P
5
2
t

)√(
(R+ d)2Pt + PJR2w

)(
(R− d)2Pt + PJR2w

)
+ 2P

7
2
t d

2
i+1,iPJw arcsinh

(
PJw−Pt

2
√
PJ
√
Pt
√
w

)
+
P2
JPtd

2
i+1,iw

2(PJw+Pt)
3
2

2
arctanh

( √
Pt√

PJw+Pt

)
+ 4PJw

(
R2 +

d2i+1,i

2

)
P

7
2
t + 4

(
R2 +

d2i+1,i

2

)
P 3
Jw

3P
3
2
t

+6P 2
Jw

2
(
R2 +

d2i+1,i

2

)
P

5
2
t +R2(

√
PtP

4
Jw

4 + P
9
2
t )

)]
$ = 1

(23)

F
MIMO

W (w|ΦE)|$=0
= P

(
max
e∈ΦE

(
Pt|hTe,ivmax|2/dαe,i

σ2
< w

))
= EΦE

[
P

(
max
e∈ΦE

(
Pt|hTe,ivmax|2

dαe,iσ
2

< w|ΦE

))]

= EΦE

 ∏
e∈ΦE

(
1− e−

dαe,iσ
2w

Pt

) a
= exp

(
− λE

∫ R

0

∫ 2π

0

r.e
− r

ασ2w
Pt dθdr

)
b
= exp

(
πλEPt

(
e
−R

2σ2w
Pt − 1

)
σ2w

)
,

(30)

F
MIMO

W (w|ΦE)|$=1 = exp

[
−λEπ

(Pj2w + Pt)3

(
d2
i−1,iPtPj2w(Pj2w − Pt) arcsinh

( (Pj2w + Pt)
2R2 + d2

i−1,iPt(Pj2w − Pt)
2P

3/2
t

√
Pj2
√
wd2

i−1,i

)
− (P 2

j2w
2 + Pj2Ptw)

√(
(R+ di−1,i)2Pt +R2wPj2

)(
(R− di−1,i)2Pt +R2wPj2

)
− d2

i−1,iPtPj2w(Pj2w − Pt)

× arcsinh
( Pj2w − Pt

2
√
Pj2
√
Pt
√
w

)
+
(
P 2
j2R

2w2 + 2Pj2w
[
R2 +

d2
i−1,i

2

]
Pt + P 2

t R
2
)(
Pj2w + Pt

))]
.

(31)

b) Subsequent hops ($ = 1): Following the same
approach as that shown in (32) in Appendix A, the CDF of
γMIMO
e,i when α = 2, is shown in (31) at the top of this page.

IV. RESULTS AND DISCUSSIONS

In this section, both analytical and Monte Carlo simula-
tions are presented to evaluate the secrecy performance of
our proposed CJ scheme. Before we discuss our results, we
introduce the different parameters used in this work. Unless
stated otherwise, all nodes were located in a 2D plane at
locations (x0, 0), ...., (xN , 0), with x0 = 0, and the distances
between any two neighbouring nodes Si and Si+1 is 2 m (i.e.
xi+1 − xi = di+1,i = 2, ∀i ∈ {0, 1, ..., N − 1}). In addition,
the target secrecy rate Rs was set to 0.1 bps/Hz, the residual
SI γSI was set to 10 dB, the path-loss exponent α = 2, and
the noise variance σ2 = 1.

Fig. 2 demonstrates the secrecy performance when the CSI
is not available at the transmitter, and only a single antenna
is utilized for data transmission with a fixed transmit power
gain of 45 dB (i.e. Pt/σ2 = 45 dB). The proposed scheme
with FD-CJ significantly outperforms the conventional FD-SJ
approach where only the receiving node broadcasts a jamming
signal. For example, to achieve a secrecy outage of 10−1, the
proposed method has a 3.4 dB gain compared to the SJ scheme
when N = 2, while a 6 dB gain is obtained to achieve the
same secrecy outage when the number of hops is 4. Moreover,
at high jamming power gain, i.e. in the interference-limited
regime, the analytical results closely match the Monte Carlo
simulations which validates our analysis in Section III.

In addition, Fig. 3 demonstrates the performance of the same
system under different densities of eavesdroppers. It is clear
from both Figs. 2 and 3, that the proposed FD-CJ scheme has
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Fig. 2. Secrecy outage probability vs per-node jamming SNR (PJ/σ2) for
SISO case when R = 7 m, λE = 5 × 10−2 m−2, Pj1 = Pj2 = PJ , and
Pt/σ2 = 45 dB.
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Fig. 3. Secrecy outage probability vs density of eavesdroppers for SISO case
when R = 20 m, and Pt/σ2 = Pj1/σ

2 = Pj2/σ
2 = 45 dB.

a great advantage over the conventional FD-SJ as the number
of hops increases, as only a marginal performance degradation
is experienced for the proposed CJ approach.

When the CSI is available at the transmitter side, both
antennas can be utilized for data transmission by applying
MRT precoding. Similar to the SISO case, the proposed
scheme significantly outperforms the SJ approach, especially
when the number of hops is greater than two. In particular, and
from a total jamming power point of view, the proposed CJ
scheme employs one extra jamming node compared to the SJ
approach. Given the general case where both jamming nodes,
Si+1 and Si−1, transmit with the same amount of power (i.e.
Pj1 = Pj2 ), the CJ scheme would consume an extra 3 dB
of jamming power. However, from Fig. 4, when N = 4 and
the transmit power gain Pt/σ

2 = 25 dB, the proposed CJ
requires 36 dB of per-node jamming power (PJ/σ2) to achieve
a secrecy outage of 10−1, compared to 41.5 dB for the SJ
scheme, which results in 2.5 dB of overall jamming power
saving for the proposed scheme. Similarly, for N = 6, the
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10
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10
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0

Fig. 4. Secrecy outage probability vs per-node jamming SNR (PJ/σ2) for
MISO case when R = 6 m, λE = 5× 10−2 m−2, Pj1 = Pj2 = PJ , and
Pt/σ2 = 25 dB.
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Fig. 5. Secrecy outage probability vs density of eavesdroppers for MISO case
when R = 20 m, Pj1/σ

2 = Pj2/σ
2 = 40 dB, and Pt/σ2 = 25 dB.

CJ method outperforms the SJ by 6.8 dB, which results in a
significant 3.8 dB of jamming power saving for the CJ scheme.

Moreover, Fig. 5 shows the performance of the MISO case
for a wide range of λE . Again, the proposed CJ scheme
shows a great advantage over the conventional SJ scheme, as
unlike the latter, the CJ approach experiences only a negligible
performance degradation as the number of hops increases.

MIMO diversity can further enhance the secrecy perfor-
mance only at low jamming power gain as demonstrated in
Fig. 6. However, at high jamming power gain, the secrecy out-
age experiences a noise floor and cannot be further enhanced.
This is due to the fact that during the first hop, there is no
jamming signal as both transmit and receiving nodes employ
their two antennas for data transmission/reception, unlike the
SISO and MISO schemes with FD receivers, where in the
first hop, the receiving node will be broadcasting a jamming
signal. Furthermore, since the analyses were carried out in
the interference-limited scenario, and given the fact that there
is only a single jammer in this case, the analytical results
match the simulations at high jamming power gain where the
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Fig. 6. Secrecy outage probability vs jamming SNR (Pj2/σ
2) for MIMO

case when R = 6 m, λE = 5× 10−2 m−2, N = 6, and Pt/σ2 = 25 dB.
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Fig. 7. Secrecy outage probability vs total SNR for different schemes when
N = 4, R = 6 m, λE = 5× 10−2 m−2, and Pj2 = Px.

jamming signal becomes a dominant factor.
It should be noted that for the MIMO case, the total radiated

power is Pt + Pj2 , while for both SISO and MISO, the
receiving node broadcasts a jamming signal with a jamming
power of Pj1 . Therefore, to have a fair comparison between
the three different cases (SISO, MISO, and MIMO), Fig. 7
shows the performance of the different schemes under a total
power constraint. More specifically, we assume that for the
SISO and MISO cases Pt + Pj1 is equal to Px, which in
return is equal to the transmit power of the MIMO case,
while Pj2 is the same for all three cases. The results show
that utilizing the MIMO diversity is better when the CSI is
available at both ends only at low to medium SNRs, while at
high SNRs, utilizing the FD with CJ can significantly improve
the performance. Moreover, for the MIMO case, the noise floor
becomes worse when increasing the target secrecy rate, while
no such problem occurs when FD jamming is utilized.

Furthermore, Fig. 8 shows that for both SISO and MISO
cases, when operating under a total power constraint, allo-
cating less power for the transmitting node and more power
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Fig. 8. Secrecy outage vs η = Pt
Pt+Pj1

when N = 4, R = 6 m, λE =

5× 10−2 m−2, Pj2/σ
2 = 40 dB, and Pj1 + Pt = Pj2 .
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Fig. 9. Secrecy outage probability vs γSI when N = 4, R = 6 m, λE =
5× 10−2 m−2, Pj2/σ

2 = 40 dB, Pt + Pj1 = Pj2 , and η = 25%.

for the FD jamming node can lead to improved secrecy
performance, regardless of the value of α.

Meanwhile, Fig. 9 demonstrates the performance of the pro-
posed FD jamming schemes under different levels of residual
SI. It is clear that the quality of SI cancellation has a marked
effect on the secrecy performance, as high residual SI can lead
to a large performance degradation. Moreover, and compared
to the HD MIMO case, even when the CSI is available at both
ends, it is better to utilize the FD with MISO scheme as long
as the residual SI is sufficiently suppressed, in this case if γSI
is less than 17 dB when α = 2, or less than 10.7 dB when
α = 4; while the MIMO with HD-SJ scheme is preferable for
higher thresholds of γSI .

Fig. 10 demonstrates that for fixed locations of S0 and
SN , increasing the number of hops leads to a significant
enhancement in the secrecy performance under fixed power
constraints. In particular, we restrict the total transmit SNR of
information to 50 dB (i.e. NPt/σ2 = 50 dB), and similarly
the total available SNR for jamming is fixed to the same value
such that Pj1 = Pj2 = PJ , and (2N − 1)PJ/σ

2 = 50 dB,
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Fig. 10. Secrecy outage probability vs λE for different number of hops
when R = 20 m, dN,0 = 20 m, (x0, y0) = (0, 0), (xi, yi) = (xi−1 +
(dN,0/N), 0),∀i ∈ {1, ..., N}.

since the proposed CJ approach requires 2N − 1 jamming
signal transmissions to protect the data.

Finally, it is worth highlighting that for practical implemen-
tations, the jamming power of Si−1 should be carefully chosen
based on the distance between nodes Si−1 and Si+1, such that
the received signal at the latter should not be hindered by the
jamming from the former. In fact, the performance of such CJ
scheme can be highly improved with optimal power allocation,
relay placement, route optimization, and so forth, which we
leave to investigate in future work. Moreover, employing
multiple (more than two) nodes to broadcast jamming signals
can lead to further enhancement in the secrecy performance.
However, this will make obtaining analytical closed-form
expressions at the eavesdroppers highly complicated, and the
focus should rather be on optimizing the resource allocation
which is out of the scope of this work.

V. CONCLUSIONS

In this paper, an FD-CJ scheme was proposed for enhancing
PLS in multihop IoT networks in the presence of randomly
located eavesdroppers, and subject to different availability
conditions of CSI. In particular, under limited feedback,
the proposed SISO FD-CJ scheme showed an impressive
performance gain compared to the conventional SISO FD-
SJ scheme, especially when the number of hops is larger
than two. On the other hand, when the CSI is available at
both ends, our results demonstrated that at low SNRs, better
secrecy performance can be obtained by utilizing the MIMO
diversity with an HD receiver. In contrast, at high SNR, the
MISO FD-CJ with MRT beamforming leads to a significant
performance gain. Moreover, the proposed scheme showed
a great resilience against multihop transmission, as only a
marginal performance loss was experienced as the number of
hops increased. Integral closed-form expressions were derived
in the interference limited scenario for the secrecy outage
probability for each case, and closely matched the Monte Carlo
simulations.

APPENDIX A

Here we derive the CDF expression of γSISO
e,i in the

interference-limited scenario for two different cases as follows
a) First hop ($ = 0): let X1 =

Pt|he,i|2
dαe,i

and

Y1 =
Pj1 |he,i+1|2

dαe,i+1
, then the PDFs of X1 and Y 1 can be

given as fX1
(x1|de,i) =

dαe,i
Pt
e−

dαe,ix1

Pt and fY1
(y1|de,i+1) =

dαe,i+1

Pj1
e
−
dαe,i+1y1

Pj1 , respectively. By letting W = X1/Y1, the
CDF of γSISO

e,i can be derived as shown in (32), where

ψ+ =
√
r2 + d2i+1,i − 2rdi+1,i cos(θ), and equality (a) holds

by applying the probability generating functional (PGFL) [38].
For the case where α = 2, a closed-form result for the double
integral in (32) is shown as the first part of (23).

b) Subsequent hops ($ = 1): In this case, there are
two interference terms in the denominator of γSISO

e,i . Let U1 =
Pj2 |he,i−1|2

dαe,i−1
, and its PDF can be expressed as fU1(u1|de,i−1) =

dαe,i−1

Pj2
e
−
dαe,i−1u1

Pj2 . The CDF and PDF of Z = Y1+U1 can then
be given as expressed in (33) and (34), respectively, at the top
of the next page. Next, and by letting W = X1/Z, the CDF of
γSISO
e,i can be derived as shown in (35) in the next page, where

we have ψ− =
√
r2 + d2i−1,i − 2rdi−1,i cos(π − θ), and (a)

holds by applying the PGFL function [38]. For the case where
α = 2, and assuming Pj1 = Pj2 = PJ , the result of the double
integral in (35) is shown as the second part of (23).
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